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INTRODUCTION

THe communication patterns in Wireless networks use Radio Waves to
transmit and receive data between nodes rather than wires. Wireless
communications offer organizations and users many benefits such as
portability and flexibility, increased productivity, and lower installation
costs. Wireless technologies cover a broad range of differing capabilities
oriented toward different uses and needs. However, the broadcast nature
of radio propagation in wireless communications yields the wireless air
interface open and accessible to both authorized and illegitimate users.

This completely differs from a wired network, where communicating
devices are physically connected through cables and a node without di-
rect association unable to access the network for illicit activities. The open
communication environment makes wireless transmissions more vulner-
able than wired communications to malicious attacks, including both the
passive eavesdropping for data interception and the active jamming for
disrupting legitimate transmissions (Zou et al. 2016).

The security requirements of wireless networks are specified for the
sake of protecting the wireless transmissions against wireless attacks,
such as eavesdropping attack, DoS attack, data falsification attack, node
compromise attack, and so on (Chen et al. 2021). In this thesis we will
be interested in security issues in a particular type of wireless networks
which are Wireless Sensor Networks.

Wireless Sensor Networks (WSNs) (Akyildiz et al. 2002) are an ad-
vanced wireless networks with lightweight platforms called sensors or
motes, deployed arbitrarily in hostile environment with limited comput-
ing power, limited energy reserve and unreliable wireless transmission
medium. Under these restricted conditions, sensor nodes can easily
be physically captured by the adversaries and be an easy target of a
variety of attacks that causes Denial of Service (DoS) and affects the
network’s lifetime. Thus defending these networks from security at-
tacks has become a great challenge for the researchers (Ring ef al. 2019)
(Gnanapriya & Ramya 2020) (Gavel et al. 2021) (Waoo & Tiwari 2021).

The layered architecture of WSN is divided into five layers, which are
physical layer, data link layer, network layer, transport layer and appli-
cation layer. The most destructive attacks are those of the network layer
as they disrupt the entire functionality of the network, especially routing
procedure that further causes denial of service (DoS) attack in the net-
work. Some of the DOS network layer attacks or DOS routing attacks are



Introduction

blackhole attack, wormhole attack, selective forwarding, Sinkhole attack,
etc.

In Sinkhole attack, the malicious node tries to attract network traffic
to itself by advertising a fake routing information about its high link
quality. After routing table update, the victim nodes send data to the
attacker node rather than sending it to the node it was formerly using, the
attacker node become thus a sinkhole. The sinkhole attack can be used as
a springboard to perform more severe attacks, namely Selective Forward-
ing attack, Wormhole attack, Flooding attack, Sybil attack and Black hole
(Anand & Vasuki 2021) (Zawaideh & Salamah 2019) (Raghav et al. 2020)
(Hasan et al. 2021).

Cryptography, Key management, data aggregation, secure routing,
intrusion detection are the most studied solutions related to the security
threats (Igbal & Shafi 2019) (Gunathilake et al. 2020) (Albakri ef al. 2019)
(Thahniyath & Jayaprasad 2020) (Saeedi & Al-Qurabat 2021). However,
most of the security techniques, including Intrusion Detection Systems,
devised for traditional wired/wireless networks are not directly applica-
ble to a WSN environment due to the restricted operating conditions of
WSNSs. Designing an effective and efficient intrusion detection technique
that is applicable to WSNs is a very big challenge, which motivated us to
work on this research area.

The Intrusion Detection System (IDS) (Anderson 1980), as its name
implies, is to detect any suspicious activity occurring in the network by
analyzing information collected from the network or a host, in order
to effectively protect the privacy and property safety. IDS have several
applications in WSNs; security routing is one of them.

MOTIVATION AND OBJECTIVE OF THE WORK

Many detection techniques for IDSs in WSNs have been proposed in the
last decade. Designing an efficient IDS that ensure a trade-off between
high detection rate and energy saving is the big challenge. The first objec-
tive of our work is to discuss about Sinkhole attack, its vulnerabilities and
different Sinkhole attack detection techniques. Then, to propose a new
detection scheme for Sinkhole attack detection based on SVM machine
learning technique. Finally, to evaluate the designed systems with respect
to common metrics (detection accuracy, energy saving).

CONTRIBUTIONS

The contributions we have made aligned to our research goals can be sum-
marized as follows:

1. The first task of any research is to conduct an extensive literature
review, which led us to the preparation of this survey as the first
outcome of our research.
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2. We propose a new detection technique for Sinkhole attack detection
based SVM. SVM is a supervised classification method which re-
quires a labeled dataset for training and test. In the present work,
the dataset generated in (Garofalo ef al. 2013) is used to train and
test our different SVM classifiers on four kernel functions (linear,
polynomial, radial basis function and sigmoid). The obtained clas-
sification model based SVM is used in the different experimenta-
tions, on NS3 simulation tool, to investigate AODV protocol data
for detecting suspect behavior of a node in network. Our proposed
technique uses only two extracted features (HopCount and Destina-
tion Sequence Number) from AODV packets for detecting sinkhole
nodes, with no computational parameters or additional messages.
The results show that our system is able to detect attack with 100%
accuracy and energy saving.

3. HIDS vs. NIDS. The IDSs running on the network can be divided
into two categories: 1) HIDSs that autonomously decide about neigh-
boring sensor nodes based only on own observations; and 2) NIDS
that monitors all sensor nodes and decides based on the hole traffic.
We show the difference in results of the two IDS architecture on our
proposed detection techniques.

ORGANIZATION OF THE THESIS
The organization of the thesis is as follows.

e Chapter 1 "Introduction to Wireless Sensor networks”, presents a de-
tailed introduction to Wireless Sensor Networks.

e Chapter 2 "Security in Wireless Sensor Networks”, discusses security
challenges and requirements in WSNs, describes various types of at-
tacks especially DOS Routing attacks and highlights known security
approaches of detection and defensive mechanisms in WSNs.

e Chapter 3 “Intrusion Detection in Wireless Sensors Networks”, outlines
the requirements that an IDS for sensor networks should satisfy,
gives a detailed review on the existing schemes of intrusion detection
in WSN and discusses future research directions on IDS in WSN.

e Chapter 4 "Review of Related Works”, reviews related work on Sink-
hole attack detection and highlights open challenges in dealing with
such attack.

e Chapter 5 "Contribution”, proposes a new technique for Sinkhole at-
tack detection in WSNs based Support Vector Machines (SVM) and
discusses the obtained results.

o "General Conclusion” gives the conclusion to this thesis, summarizing
our contribution and suggesting directions for possible future work.
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1.1

1.2

Chapter 1. Introduction to Wireless Sensor Networks

THe integration of sensors into everyday objects is in full development.
Our daily live are being transformed, enriched with applications that
were previously unthinkable. Wireless sensor networks (WSNs) are part
of the technological revolution in measuring instruments, stemming from
the convergence of wireless communication systems and miniaturized
electronic systems.

WSNs are widely used in many areas and have become a cheap and
viable solution for a variety of applications, especially in wildlife habitat
monitoring, industrial quality control, disaster recovery situations, mili-
tary command applications and much more.

In this chapter, we are interested in the presentation of Wireless Sensor
Networks where we describe their functioning, architectures, constraints
and characteristics as well as the used communication models.

WIRELESS SENSOR NETWORKS

Wireless sensor networks are spontaneous networks consisting of tens to
several hundreds and sometimes thou-sands of nodes called sensors or
motes. These nodes are dispersed in an environment called a collector field
in order to perform autonomously three complementary tasks: to collect
data (generally measurements of temperature, humidity, vibrations, radi-
ation, etc.), to process them and finally to transmit theses data to the base
station via a radio circuit. The following figure illustrates a WSN architec-
ture.
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Figure 1.1 — Example of WSN

The base station or sink is a specific node responsible for receiving,
storing and processing data from the sensor nodes and then transmitting
them by internet or satellite to end users for analysis and decision-making.

COMPONENTS OF A WIRELESS SENSOR NODE

Sensor node is a very tiny device that has the ability to sense its imme-
diate environment (temperature, humidity, pressure, presence, etc.). The
collected data are sent to a base station or other sensor via wireless radio
communication and transformed into measures that can be used by end
users. These tiny devices are illustrated in Figure 1.2.
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Figure 1.2 — Components of a wireless sensor node

1.2.1  Sensing Unit

Sensing unit is usually composed of two subunits: sensors and an ADC
(Analogue to Digital Converter) (Akyildiz et al. 2002). Sensors measure
physical data of the parameter to be monitored and have specific charac-
teristics, such as accuracy, sensitivity etc. The analogue signals produced
by the sensors are digitized by the ADC and then fed into the processing
unit.

1.2.2 Processing Unit

The processing unit is usually a microprocessor or a microcontroller, most
frequently programmed in C and generally associated with a small storage
unit (Memory), can perform an intelligent data processing and control
the functionality of other components in the sensor node to carry out the
assigned sensing tasks.

1.2.3 Communication Unit

This Unit is in charge of transmitting and receiving the data produced by
the processing unit, thus giving the sensors the ability to communicate
with the other components of the network. The communication is carried
out via a wireless medium which can be of optical, ultrasonic or radio-
frequency type.

1.2.4 Power Unit

Power is stored either in small batteries or capacitors. Batteries, both
rechargeable and non-rechargeable, are used to power the entire system.
Due to their small size, energy is quite limited which directly affects the
lifetime of the sensors and therefore of the entire network.

Changing the energy source of sensor node is not an applicable so-
lution. So, the current sensors are able to renew their energy from solar
sources, Radio Frequency(RF), temperature differences, or vibration.
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The sensors can also have application dependent additional compo-
nents, such as a location finding system, a power generator and a mobi-
lizer.

1.3 WSN TorPOLOGIES

Since a wireless sensor network may consist of tens, hundreds or thou-
sands of devices, network topologies must be considered in its design.
Structure of a Wireless Sensor Network includes different topologies for
radio communications networks like the ones given below.

1.3.1 Star Topology

A Star topology is a Single-hop network architecture in which all wire-
less sensor nodes communicate bidirectionally with a base station (sink).
Nodes do not transmit data or commands to each other, directly. They use
the base station as a coordination point where all data fl ow is concen-
trated. This allows low-latency communications between the remote node
and the sink. Addition of further nodes is easy and can be done without
interrupting network operation. The star topology is the lowest in overall
power consumption but for long distance transmission, the energy con-
sumption for communication will be a Mesh topology (see Figure 1.4).

Figure 1.3 — A Star network topology

1.3.2 Mesh Topology

A Mesh topology is a Multi-hop network architecture where each sensor
node is connected to all the nodes within its radio transmission range. The
data is transmitted through one or more intermediate node. This network
topology can be highly fault tolerant, because when an individual node
fails, a remote node still can communicate to any other node in its range to
forward the message to the desired location. For power consumption, the
nodes that implement the multi-hop communications are generally higher
than for the nodes that don’t have this capability. Multi-hop nodes are al-
ways waked up, because they can be part of the path between any other
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node and the base station. In Addition, as the number of communication
hops to a destination increases, the time to deliver the message also in-
creases. The multi-hop system allows for a much longer range than a star

topology.

Figure 1.4 — A Mesh network topology

A Mesh topology can be implemented in two ways : Flat network ar-
chitecture or Hierarchical network architecture. In flat architecture, the
network is consisting of homogeneous sensor nodes of the same capabili-
ties and functionalities. In such networks, the sink node generally send a
query message to the sensor node which respond sink in multi-hop basis.

Base Station

Figure 1.5 — Flat network architecture

On the other hand, In hierarchical architecture (or cluster-based ar-
chitecture), the network is divided into clusters in which heterogeneous
sensor nodes are deployed. In each cluster, there is a cluster head and
cluster members. The cluster head has as role to collect data from all the
sensors in its cluster and transmits them to the sink. The cluster head can
be connected with the sink either directly or through other cluster heads
in multi-hop way.
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< Cluster head

< Cluster member

Base Station

Figure 1.6 — Hierarchical network architecture

1.3.3 Hybrid Topology

Generally, in large networks, consisting of hundreds, even thousands of
nodes, a hybrid combination of the star and mesh topologies is used to
take advantages of the star topology in keeping the wireless sensor nodes
power consumption to a minimum, where just the nodes with the multi-
hop capability are enabled to forward messages from the low power nodes
to other nodes on the network, as well as the fault tolerance and the ex-
tended range, the advantages of a mesh network topology.

(@) &
e

E@""" \\ o

Figure 1.7 — Hybrid Star-Mesh network architecture

A detailed study on network topologies in Wireless Sensor Networks
is given in (Sharma ef al. 2013).

A comparison between the performances of the topologies of Wireless
Sensor Network in terms of path, node failure, radio rang, energy con-
sumption and network life time is shown in Table 1.1.
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Topology | Path Node Power Communication | Network
Failure Usage Range Life Time
Star Single More High Short Less
Mesh Multiple | Less Low Long More
Hybrid | Multiple | Less Low Long More

Table 1.1 — Network topologies

TYPES OF SENSOR NETWORKS

WSNs may deploy numerous types of sensors, depending on require-
ments of the application, like seismic, magnetic, thermal, visual, infrared,
radar, acoustic and so on. Sensor nodes can be classified according to sev-
eral criteria: environment, Mobility, nodes capacities, data communication
modes and collected data.

Environment
Terrestrial WSNs

Terrestrial WSNs (Yick et al. 2008) are made up of hundreds and some-
times thousands of sensor nodes, able to communicate efficaciously data
to the base station, distributed randomly or in prefixed manner in sens-
ing field. In this WSN, The energy-constrained sensor nodes can have a
secondary source energy as solar cells and the power conservation can
be achieved by using low duty cycle operations, minimizing delays, and
optimal routing, and so on.

Underground WSNs

Underground WSNs (Akyildiz & and 2006; Li & and 2007) comprise sev-
eral entombed nodes to monitor underground situations. An above-
ground sink nodes are used to communicate data from the buried sen-
sor nodes to the base station. Due to the underground conditions as soil,
rocks, water and other mineral contents and contrary to Terrestrial WSNs,
the underground WSN are more expensive in terms of deployment, main-
tenance, and equipment cost considerations. However the two networks
are similar in term of energy constraints where sensor nodes have a lim-
ited source power and in order to conserve it, an efficient communication
protocols have to be implemented.

Underwater WSNs

Underwater WSNs (Akyildiz et al. 2004, Heidemann et al. 2006) are com-
posed of several sensor nodes and vehicles deployed under-water. The
used vehicles serve to gather data and to transmit them to the base sta-
tion. The big communication challenges in underwater WSN Sensor are
failure, bandwidth and long propagation delay. As all the WSNs, the sen-
sor nodes are equipped with a limited battery that cannot be recharged or
replaced. Developing efficient underwater communication and network-
ing techniques involves energy conservation issue for underwater WSNs.

10
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Mobility
Static WSNs

In static sensor networks, the sensor nodes and the base station are sta-
tionary; they keep their initial positions throughout their life time. This
type of network is characterized by a static topology, easy localization of
the nodes in the network and simple routing techniques.

Mobile WSNss

In Mobile WSNs(Yick et al. 2008), sensors and / or the base station have
the ability to move and organize themselves in the network . The mobility
of the sensor occurs either when the sensor is glued to a mobile object,
or when the sensor self-moves (in the case of a sensor equipped with a
motor). Mobile sensor networks are intended much more for tracking ap-
plications where mobility is indispensable and is also advantageous in in-
vestment cost instead of deploying multiple static nodes, a minimal num-
ber of mobile devices is sufficient. However, when mobility is too frequent,
the change in topology complicates the routing and location mechanisms.

Nodes Capacities
Homogeneous WSNs

In a homogeneous sensor network, all the nodes of the network have the
same energy, computation and storage capacities (Limited resources and
short live-time). This is the type often found in the majority of sensor
network applications, because they address the need for autonomy.

Heterogeneous WSNs

Whereas, in a heterogeneous sensor network there are some sophisticated
nodes which have more processing and communication capacity than nor-
mal nodes. This improves energy efficiency and extends the life of the net-
work. The advantage of such network is that it can be used to carry out
more complex tasks such co-computers, cluster heads, etc. The disadvan-
tage is that is difficult to position these nodes randomly. In addition, the
cost of these nodes is high.

Data communication modes
Event-driven

In the event-driven mode, sensors report the sensing data to the sink once
a specified event (e.g., fire) has been detected. Target or event detection
and tracking is a typical example of applications in event-driven reporting.
Its purpose is to detect, classify, and locate specific targets or events, as
well as track the targets or events over a specified region. Once there is an
event or a target emerging in the area, the sensor nodes around the target
or event gather the required information and report back to the sink.

11
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Time-driven

In the periodic reporting (or time-driven) mode, sensor nodes gather in-
formation from the environment at predetermined times and periodically
send the data to the sink.

Query-driven

In the on-demand (or query-driven) mode, users decide when to gather
data. They send instructions to the WSN indicating that they wish to re-
ceive data and then wait for the required type of data to be sent in the
requested format. Users may even specify the future reporting periods;
subsequent reports would then be sent in periodic reporting mode.

Collected Data
Scalar-based sensor network

Scalar-based sensor network or Wireless Sensor Networks, can be defined
as a self-configured and infrastructure-less wireless networks to monitor
physical or environmental conditions, such as temperature, sound, vibra-
tion, pressure, motion or pollutants and to cooperatively pass their data
through the network to a main location or sink.

Multimedia-based sensor networks

Multimedia-based sensor networks or Wireless Multimedia Sensor Net-
work (WMSN) is a distributed wireless system that interacts with
the physical environment by monitoring it through embedded devices
equipped with audio and visual information collection modules. The em-
bedded devices has as role retrieving video and audio streams, still im-
ages, and scalar sensor data from their region. In addition to the ability
to retrieve multimedia data, WMSNSs are able to store, process in real-
time, correlate, and fuse multimedia data originated from heterogeneous
sources.

Multimodal-based sensor networks

Multimodal Sensor networks (M2WSNs) are special WSNs in which
Sensor Nodes can perform two data communication modes. First, a time-
driven data-reporting mode for periodic monitoring situations in a target
environment. Second, an event-driven reporting mode for keeping track
of critical events upon their occurrence, with the aim of energy consump-
tion reduction in sensor nodes (Arandaf et al. 2020).

In the next section, we will present different fields of application of
WSNs which require the use of the various types of sensors exposed in
the section above.

12
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APPLICATIONS OF WIRELESS SENSOR NETWORK

Due to their flexibility in solving problems in different application do-
mains and having the potential to change daily lives in many differ-
ent ways, the Wireless Sensor Networks (WSNs) have become an emerg-
ing technology with a wide range of potential applications. Theoretically
speaking, the possible applications of Wireless Sensor Networks are un-
limited. WSNs are mostly used in, low bandwidth and delay tolerant, ap-
plications ranging from civil (Qurishee et al. 2020) (Salehi et al. 2021) and
military (Lim et al. 2010) (Naz et al. 2012)(Usha & Muzzammil 2020) to en-
vironmental (Muduli et al. 2018) (Tripathy et al. 2021) and healthcare mon-
itoring (Kakria et al. 2015), (Kashyap 2020) and in other commercial areas
(Baldovino et al. 2018) (Zeng et al. 2021). Despite their powerful capabili-
ties, the successful development of WSN is still a challenging task. The
figure 1.8 shows the categories of WSN applications.
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Figure 1.8 — WSN Applications and different used Sensor types

For more details on recent applications of WSN, (Kandris et al. 2020)
provide an up-to-date presentation of both traditional and most recent
applications of Wireless Sensor Networks. The main categories of appli-
cations of WSNs are identified, and characteristic examples of them are
studied. Their particular characteristics are explained, while their pros
and cons are denoted.

Required specifications of Wireless Sensor Networks (WSNs) per type
of application are synoptically presented in Table 1.2 (Kandris et al. 2020).
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UNIQUE PRrROPERTIES OF WSN
The properties of WSN are illustrated below (Sandhu et al. 2018):

e Tree-Structured Routing: It is the basis of most current sensor net-
works. In such networks, the sink node or the base station is at the
root. This forms a hierarchical arrangement of sensor nodes.

e Agglomeration: It is used not only to monitor conditions across the
wide area of coverage, but also to compensate for unreliability, mis-
calibration of sensor devices, and intermittent connectivity.

e Tolerable Failures: Sensors are low-cost devices, and the loss or cor-
ruption of a sensor can either be mitigated by redundant sensors or
be tolerated by the network. The redundancy of sensors and toler-
ance for a limited quantity of malicious data makes individual sen-
sor nodes less critical and further enhances the ability to cope up
with node failure.

e In-Network Filtering and Computation: It allows agglomeration and
computation to be “pushed” as close as possible to the devices that
originate specific sensor readings. This thus enables greater effi-
ciency as fewer data packets must be transmitted.

e Sensors as Routers: There is no distinction between the sensing
nodes, computing nodes, and the routing nodes. This, combined
with the above properties, reduces network traffic significantly.

e Phased Transmission Periods: Within a sensor network, each node
has a phase in which it senses, a phase in which it receives messages
from its subordinate nodes and a phase in which it forwards data to
its parent. Thus, the radio link can be kept active for this duration of
time.

COMMUNICATION ARCHITECTURES OF WSN's

Communication architecture of WSNs is broadly categorized as layered
architecture, cross-layer architecture, and unified layered architecture.

Layered architecture

The layered communication architecture is also known as the Open Sys-
tems Interconnection (OSI) model. Most common architecture of WSNs
follows the OSI model. In layered communication architecture, both sink
and source nodes transmit the data. The communication architecture con-
sists of five layers: application layer, transport layer, network layer, data
link layer, and physical layer; and three cross-planes: power management
plane, mobility management plane, and task management plane (see fig-
ure 1.9.

e Physical layer: The physical layer provides the interface to transmit a
stream of bits over the physical channel. The main task is frequency
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selection, carrier frequency generation, signal detection, Modulation
and data encryption. The standard IEEE 802.15.4 is proposed as stan-
dard for low rate personal area and WSN with low cost, complexity,
power consumption, range of communication to maximize battery

life.

e Data link layer: Responsible for Channel access policies, scheduling,
buffer management and error control. In WSN we need a MAC pro-
tocol to consider energy efficiency, reliability, low access delay and
high throughput as a major priorities.

e Network layer: The major function of this layer is routing. In WSNSs,
this layer has a lot of challenges depending on the application but
apparently, the major challenges are in the power saving. To save
power, this layer follows various routing mechanisms, such as mini-
mum energy route, minimum hop route, maximum power available
route, and maximum-minimum power available route. It is also re-
sponsible to connect the external network.

e Transport layer: Since WSN is application-specific network and dif-
ferent applications can have different needs, the transport layer
should be application specific. The designing of the transport layer
protocol is a challenging task because of inherent constraints like
limited power and memory.

e Application layer: This layer provides the management level func-
tionality as per the requirement of user and application. Responsi-
ble for traffic management and provide software for different appli-
cations that translate the data in an understandable form or send
queries to obtain certain information. Sensor networks deployed in
various applications in different fields, for example, military, medi-
cal, environment, agriculture fields
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Figure 1.9 — Layered communication architecture in WSNs

The three cross planes or layers are used to manage the network and
make the sensors work together in order to increase the overall efficiency
of the network.
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e Power management plane: deals with the power consumption of the
node.

e Mobility management plane: detects the movement of node and
maintains the information of neighboring nodes

e Task management plane: is used to schedule the sensing task in the
given area. It determines which nodes are off and which ones are on.

Cross layered communication architecture

In the layered architecture all the protocol is proposed for a single layer
and each layer cannot communicate directly with the non-adjacent layer.
And this characteristic is opposite to energy limitation, node mobility, and
the dynamic nature of wireless sensor networks. By violating the rules,
the designer can give solutions for direct communication between non-
adjacent layers using shared variables. Such violation of traditional archi-
tecture is Cross Layer Design (CLD). The basic idea of a CL is to use the
close interaction between different layers for improving the performance
of the entire network. For many domains, this technique has been widely
used (see figure 1.10.
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Figure 1.10 — Cross layered communication architecture in WSNs

Need of CLD Approach in WSN

Cross-layered approach is used to minimize the transfer overhead, caused
by the traditional layered approach, by having data and information
shared among different layers. The development of various protocols and
services are optimized and improved as a whole system. Some of the
parameters which can be optimized by CLD are (Ranjan & Varma 2016)
(Sah & Amgoth 2018):

1. Throughput Many cross-layer approaches are introduced to maxi-
mize the network throughput [5-7]. The "many-to-one" communica-
tion pattern in WSN which consist of routing all the sensed data to
the Base Station, called Sink node, causes high congestion in a large
scale network. The relay-traffic close to the sink node is very high,
and the area is heavily loaded, which causes significant collisions
and packets lost.
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2. QoS The main issue to achieve desirable QoS in WSNs is due to
resource constrains (like energy, bandwidth, etc.), data redundancy,
node heterogeneity, distributed network and topology of the net-
work which also affects the QoS. In addition, the applicability of
WSNs in nowadays are widely in real time application which seeks
restrict QoS to provide desired latency, reliability, energy consump-
tion, throughput and fairness etc. (Rani ef al. 2020)

3. Network Lifetime Cross-layer is a technique for minimizing energy
consumption by many ways as it reduces message passing overhead
and increase data availability to all layer. Literature (Chen et al. 2017)
(Singh & Verma 2017) (Sun et al. 2019) (Saini et al. 2021) points out
that CLD techniques help in improving energy conservation in WSN
at physical layer, routing layer and MAC layer.

4. Security Different attacks are possible at different layers. For ex-
ample, Interference attack at the physical layer, Denial of Sleep at
the data link layer and DOS routing protocol at the network layer.
In addition, the use of WSN in surveillance, intelligence, protec-
tion and real-time target tracking,etc are some of the possible se-
curity concerns which need an CLD solution (Arya & Binu 2017)
(Parween & Hussain 2020) (Ambika 2021).

5. Other Issues Many other issues are approached by CLD, like delay
and fairness, mobility in nodes, heterogeneity, hidden terminal prob-
lem, health care applications, multimedia application, underground
and underwater sensor application, and so on.

(Parween & Hussain 2020) present different types of cross layer design
techniques in Wireless Sensor Network (WSN) and discuss several cross-
layer proposals given by researchers.

Unified layered architecture

By taking into consideration the constraints of WSNs (such as network
lifetime, energy, transmission range), the authors have proposed unified
layered architecture for WSNs. Unified layered approach is a layer-less
technique that allows the integration of different services which are de-
veloped for different tasks in different environments by different research
communities. The unified layered architecture is useful from the perspec-
tive of technology development in WSNs. Various researchers have given
the approaches for different applications using the unified layer (see figure
1.11).
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Figure 1.11 — Unified communication architecture in WSNs

For more details on the different communication architectures pre-
sented above, the paper (Singh et al. 2020a) gives a detailed review of ex-
isting communication architectural developments and their adaptability.

CONCLUSION

Sensor networks have been deployed massively in recent last years for
a variety of applications. They have become an integral part of military
Command, Control, Communications, Computing, Intelligence, Surveil-
lance, Reconnaissance and Targeting systems due to their rapid deploy-
ment, self-organization and fault tolerance characteristics for sensing, all
these characteristics make them a very promising sensing technique.

We have presented in this chapter the Wireless Sensor Networks and
their topologies. The application areas of WSNs with different types of
sensor nodes is defines. The unique properties and the different commu-
nication architecture in WSNs have discussed. In the next chapter, we will
be interested to security issues in WSNs.
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Chapter 2. Security in Wireless Sensor Networks

THe sensor network security has attracted extensive attention, and it has
also become an hot topic in the research field of computer science. In
this chapter, we focus on security in WSNs including security Challenges
of WSN, security requirements in WSNs and the most common DOS rout-
ing attacks. Also, this chapter reviews the last approaches of detection and
defensive mechanisms against the security attacks.

2.1 SEcURITY CHALLENGES OF WSN

WSNs have many characteristics that make them very vulnerable to a va-
riety of attacks. Below, some of security challenges are mentioned.

e Wireless Medium: as the wireless channel is open to everyone, the
adversary can very easily monitor or participate in communication
when desired, or launch attacks like eavesdropping.

e Ad-Hoc Deployment: node failure, mobility or addition of new one
make topology dynamic. the security solutions must facilitate the
uninterrupted operation of sensor nodes and have the potential to
support self-configuration.

e Hostile Environment: the sensor nodes of WSN are usually deployed
in unattended and hostile environment without any fixed infrastruc-
ture. So, An adversary may physically capture some sensors to com-
promise their stored sensitive secret data

e Constrained resources: with low computing power, limited energy
and only small amount of programmable memory, implementing
strong security algorithms with energy saving on a sensor platform
become very difficult. Moreover, caused by resource restriction, some
of WSN applications work without security which decreased Quality
of Service (QoS).

e Immense Scale Deployment: the node number in WSN can range
from few dozens to thousands. Thus the security protocols have to
be designed thoughtfully, the model must be simple, flexible, and
scalable in order to achieve high computation and communication
efficiency in WSN.

2.2 (GENERAL SECURITY REQUIREMENTS OF WSN

Like traditional networks, WSNs demand certain security considerations.
However, the limitations of sensor nodes of the WSN discussed in the
previous Section make it particularly challenging task to provide the fol-
lowing security requirements (Wazid 2017):

1. Authentication: ensuring the identity of the sending origin of the
received message and also its reliability (Stallings 2000). A message
authentication code (MAC) can be used to authenticate the origin of
the message.
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Integrity: checking that the send message has not been altered. The
contents of the message can be deleted or modified by an attacker or
intermediate nodes.

. Confidentiality: maintaining the secrecy of the data transmitted be-

tween the sensor nodes. however, ensuring data confidentiality in
WSN is much more difficult than a wired network since neighbour-
ing nodes can easily accomplish eavesdropping on the information
being routed.

Availability: providing all network services under any critical situa-
tion like DoS attacks. A denial of service attack can be launched by
sending radio interference, disrupting network protocols, or deplet-
ing the power of nodes through various methods.

. Non-repudiation: referring to condition in which both sending and

receiving parties must not deny that they have not sent/received
the data message/control message in order to preventing malicious
nodes to hide their activities. Owing to the lack of centralized con-
trolling infrastructure, WSNs are the most vulnerable networks to
these types of attacks.

Authorization: ensuring that only the sensor nodes, those who are
authorized, can be involved in providing information to network
services.

Apart from these general security requirements, WSNs have precise
security objects:

1.

Forward secrecy: preventing a node from reading any future secret
messages after it leaves the network.

. Backward secrecy: preventing a new deployed node in the WSN,

from reading any previously transmitted secret message.

. Freshness: ensuring that the data is recent, and no adversary can

replay old messages.

Scalability: sustaining a large number of nodes.

. Efficiency: storage, processing and communication boundaries on

sensor nodes must be measured.

ENERGY FOR SECURITY

Lifetime node is generally limited by the lifetime of a tiny battery, so en-
ergy is the fundamental resource constraint. The additional power con-
sumed by nodes of sensor due to security is dependent on(Messai 2014):

e Calculation necessary for the functions of security, such as ciphering,

deciphering, verification of the signature.

e Energy necessary for the transmission and management of security

material (keys, etc).
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e Energy necessary for the storage of the keys.

The challenge is to minimize the consumption of the energy with
maximizing the performances of security. Energy is an important
factor to consider when designing security measures for WSNs. Con-
serving node energy to extend his lifetime, and prolong network
functionalities.

2.4 ATTACK CATEGORIZATION IN WSN

A variety of security attacks against WSNs is documented in the literature.
To face these attacks, various attack classification criteria were proposed in
order to find the appropriate against measurements. The following figure
(2.1) summarizes the main categories of attacks in WSN.
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Figure 2.1 — WSNs Attack Categorization
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The authors in (Kardi & Zagrouba 2019) propose a new classification
model distinguishing four classes of attacks in WSNs and provide a survey
of the security techniques which will facilitate the design of WSNs for
researchers and routing protocol programmers.

AtTACKSs IN WSN

WSNs have a layered architecture which makes these networks suscepti-
ble to many kinds of attacks. (Riaz et al. 2018) covers majority (fifty two)
of the WSN attacks and presents a detailed taxonomy of WSN attacks
based on different layers of communication protocol stack. In the table 2.1
is listed most of these attacks.

Layer

Attacks

Physical

Data Link

Network

Transport

Application

Jamming Attack, Physical Attack, Node Subversion,
Passive Information Gathering, Device Tampering Attack,
Message Corruption

Manipulation of Protocol Parameters of 802.11,

Selfish Nodes’ Refusal to Forward Packets, Back-off

Interval Manipulation, Jellyfish Attack, Intelligent Cheater
Attack, Link Layer Jamming Attack, Packet-tracing, Collisions

Flooding Attack, Blackhole Attack, Greyhole Attack,
Wormhole Attack, Rushing Attack, Link Withholding
Attack, Link Spoofing Attack, Byzantine Attack, Colluding
Misrelay Attack, Replay Attack, Location Disclosure Attack,
Resource Consumption Attack, IP Spoofing Attack,

State Pollution Attack, Neighbor Attack, Packet Dropping
Attack, Sleep Deprivation Torture, Sinkhole Attack,

Sybil Attack, False Node Attack, Acknowledgement
Spoofing Attack, Desynchronization Attack, Hello Flood
Attack, Selective Forwarding Attack, Routing Table Overflow
Attack, Routing Table Poisoning Attack, Packet Replication
Attack, Route Cache Poisoning Attack, Monitoring &
Eavesdropping, Traffic Analysis, Camouflaged Adversaries

SYN Flooding Attack, Session Hijacking Attack
Malicious Code Attack, Repudiation Attack, False Data

Filtering Attack, Clock Synchronization Attack,
False Data Injection Attack

Table 2.1 — WSNs Attacks (Riaz et al. 2018)

The most frequent attacks against WSN are the Denials of service
attacks (DOS)(Ahmad et al. 2019) (Gavri¢ & Simi¢ 2018). This class of at-
tacks which leads to WSNs’ unavailability, aims to degrade the WSNs’
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performance or broken it.

DoS attacks are possible on all layers especially the network layer,
which is responsible for neighbor discovery, link recovery and routing
packets between sensors and the base stations. Thus, the collaboration be-
tween sensors, for routing, is vulnerable to a number of attacks including
probing, monitoring, injection of false routing information, etc.

The attacks which act in the network layer are called routing attacks
(Narayanan et al. 2021). In this thesis, we focus mainly on the DOS routing
attacks in the WSN and which are discussed in detail below.

DOS Routing Attacks in WSNs

The network layer attacks are malignant as they perturb the entire func-
tionality of the WSN, especially routing procedure that further causes
denial of service (DoS) attack in the network. (Mohammadi ef al. 2011)
(Solapure et al. 2018) present an overview of different routing attacks on
WSNs and compare them to each other based on their goals, results, strate-
gies, detection and defensive mechanisms. We present in the continuation
the Some of DOS routing attacks in WSN.

Blackhole Attack

The blackhole attack is one of the simplest attacks in network layer where
the attacker swallows (i.e. receives but does not forward) all the messages
he receives. Consequently, all packets that enter in the blackhole area are
compromised by an attacker and nothing reach the base station. Hence,
the throughput and end-to-end delay of the subset of nodes surrounding
attacker is dramatically decreased (Kalkha et al. 2019) (Saputra et al. 2020)
(Zala et al. 2021) (Bensaid et al. 2016) (Tami et al. 2021).

Wormbhole attack

Wormbhole attack is an attack on the routing protocol where a captured
data at one location are tunnelled to another one. In this attack usually
two malicious nodes are involved. These nodes strategically placed at dif-
ferent ends of network create an illusion that the two distant locations
are close to each other and directly connected (Aliady & Al-Ahmadi 2019)
(Ahutu & El-Ocla 2020) (Singh et al. 2021).

Sybil attack

Sybil attack is defined by "malevolent device, taking multiple identities
in an illegitimate way" (Newsome et al. 2004), the malicious node present
multiple identities to other nodes in the network in order to take part
in multiple routes through it. This attack appears to be in multiple loca-
tions or multiple times in a single network at once (Jamshidi ef al. 2019)
(Dong et al. 2020) (Giri et al. 2021).

25



Chapter 2. Security in Wireless Sensor Networks

Selective forwarding

In selective forwarding attack, malicious nodes may refuse to forward
certain messages or simply drop them according to certain criteria. To
launch this attack, the attacker should be on the route of packet trans-
fer in a multi-hop network. Otherwise, the attacker needs to position
himself in the routing path using other attacks, such as the Sybil at-
tack or sinkhole attack. When all the packets are dropped and any
of them is forwarded, selective forwarding attack is called blackhole
(Zhang & Zhang 2019) (Li & Wu 2020) (Liu & Wu 2021).

Hello flooding

Hello flooding is the simplest routing attack which consists to broad-
cast Hello message to flood the network and to prevent other messages
from being exchanged, using equipment which has strong emission power.
Hello packet is usually used in many routing protocols to discover neigh-
boring nodes and establishing network topology. The attacker declares it-
self as a neighbor node and the nodes whose receive its Hello messages as-
sume that the sending node is in communication range and start commu-
nicating to that node, and make entry into its routing table as a neighbor.
Hence,the attacker can easily control the network (Gill & Sachdeva 2018)
(Srinivas & S. S. Manivannan 2020) (Banga et al. 2021).

Sinkhole Attack

In a sinkhole attack, the intruder aims to compromise a node
in the network to attract all the traffic from neighbor nodes
based on the routing metrics used in the routing protocol
(Zhang et al. 2019) (Babaeer & Al-Ahmadi 2020) (Ansar et al. 2021)
(Aissaoui & Boukli-Hacene 2021). Sinkhole attack is discussed in de-
tail in the following section.

Figure 2.2 illustrates the principal DOS routing attacks in WSN.
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Figure 2.2 — DOS routing attacks in WSN (Messai 2014)

SINKHOLE ATTACK

Sinkhole attacks are a form of network layer attack where an intruder
tries to compromise an existing node or to introduce a counterfeit node
inside the network to launch the attack. The attacker node tries to attract
network traffic to itself by advertising a fake routing information, about its
link quality which is used by the routing protocol, to neighboring nodes
for un-authorized/illegitimate routing updates. Once routing tables are
updated, the victim nodes send data to the attacker node rather than
sending it to the node it was formerly using, the attacker node become
thus a sinkhole.

The sinkhole attack can be used as a springboard to perform more se-
vere attacks namely, Selective Forwarding attack, Wormhole attack, Flood-
ing attack, Sybil attack and Black hole attack. To be more destructive and
to prevent the base station from obtaining complete and correct sensing
data, the sinkhole node needs to position itself relatively close to the base
station to attract the packets to its destination, hence its name.
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Figure 2.3 — Sinkhole Attack in WSNs

For example, as shown in Figure 2.3, the comprised Node 1 advertises
a high-quality single-hop link to the Base Station. As a result, Node 3
select Node 1 to relay their data.

Many researchers have proposed several techniques for detecting sink-
hole attacks in WSNs. These works will be discussed in the chapter 4.

Sinkhole Attack Analyze

We consider two points, in this analysis of sinkhole attack : Analyse based
on the capabilities of attacker node and Analyse based on the location of
attacker node.

Based on the capabilities of attacker

The attacker node have higher or similar capabilities to the network nodes
in terms of communication and computational power. The intruder pre-
tends to have the shortest path to base station since is the basic routing
metric for attracting data to itself. In the first case, the attacker will be
able to attract all neighboring nodes by forwarding the packets intended
to the base station through the intruder. Whereas in the second case, the
intruder will be only able to cause a routing update for the close nodes.

The sinkhole node can be easily detected if it performs as blackhole
where the attacker node would capture all the relay nodes nearby the
base station and prevent them from communicating with it.

Based on the location of attacker

In a sinkhole attack, the goal of an adversary is to lure nearly all the traffic
from a particular area through a captured node. Different locations of the
sinkhole attacker don’t induce different influences on the network closely
the same. Area 1: If the attacker is located close to the base station, the
compromised node surrounds the base station, it can easily attract all the
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traffic by telling its neighbors that it has shortest route, by advertising an
artificial high quality route, to reach to the base station (see Figure 2.4).
Area 2: if the sinkhole attacking node is at the edge of the WSN (far from
the base station), the sinkhole attack remains effective and can be launched
in conjunction with a wormhole attack (Xu et al. 2007). This attack involves
two compromised nodes linked via a tunnel (see Figure 2.5). The adver-
sary creates, thus, a sinkhole by tunneling messages attracted in its part of
the network and replays them in a different part with another malicious
node to reach to the base station. In this attack, the surrounding nodes are
convinced that they are only one or two hops from base station while they
are at multiple hop distance away.

Figure 2.4 — Wormbhole Attack under Sinkhole Attack "A”
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Figure 2.5 — Wormbhole Attack under Sinkhole Attack "B”

Since we use Ad hoc On Demand Distance Vector (AODV) as our rout-
ing protocol, how a sinkhole attack is launched in AODV is explained in
the section below.

Sinkhole Attack in AODV Protocol
The AODYV routing protocol

The Ad hoc On Demand Distance Vector (AODYV) algorithm
(Perkins et al. 2000) is a reactif routing protocol designed for use by
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mobile nodes in an ad hoc network. AODV creates and maintains routes
only if these are needed, on demand. Routes remain active only as long
as data packets are traveling along the paths from the source to the desti-

nation. When the source stops sending packets, the path will time outed
and will be deleted.

At each node, AODV maintains a routing table. The routing table
entry for a destination contains three essential fields: a next hop node:
used to send all packets destined to the destination, a sequence number:
acts as a form of time-stamping, and it indicates the freshness of a route,
and a hop count: represents the current distance to the destination node.

AODV makes use of four message types: RREQ (Route REQuest): is
broadcasted by a node requiring a route to a given destination, RREP
(Route REPly): is unicasted back to the source of RREQ message by pro-
viding information about the requested route, RERR (Route ERRor): is
sent to notify e.g. that a route has to be deleted and RREP-ACK (Route
REPly ACKnowledgement): returns an acknowledgment when a RREP
message is received (Boukli-Hacene et al. 2006).

The figure 2.6 illustrates a route search initiated by node A and in
the direction of node | and the various routing tables created. The RREQ
message from A is broadcast to all of its neighbors. When ] receives the
message it unicasts an RREP message to A by passing by H, G and D.
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Figure 2.6 — Route Detection in AODV Protocol
How To

AODV protocol uses the number of hops and High sequence number
as metrics to choose the best route to send packet to the Base Station.
Generally the route from source to destination is created when one of the
nodes sends a request. So to launch sinkhole attack in AODV protocol, the
attacker sends a not necessary but required to launch the attack a routing
request for a path to the WSN base station according to RREQ message
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format.

After, the attacker replies itself by sending a route response through a
RREP message. This RREP packet is tampered with low number of hops
which indicates close proximity to the base station and a high sequence
number which indicates fresh message. Any neighboring nodes receiving
this tampered message, believe that it is the recent fresh route with less
number of hops to destination. They update, thus, their old route with the
new one and decide to forward packet to sinkhole node and the attack
is successful. The following flowchart (see figure 2.7) illustrates how to
launch Sinkhole Attack in AODV protocol.

Incoming AODYV Packers

<
RREQ

PACKET

Handle
Other

Attack x“, Send legitIi’mate I

g YES
Create tampered RREP : Hich |

Sequence Number, Low hops

¥
Send Fake Reply

Figure 2.7 — Sinkhole Attack in AODV protocol

Sinkhole attack in other protocols can be found in (Kibirige & Sanga 2015)

(Rehman et al. 2019). We describe in following the security mechanisms
against attacks in WSNs.

SECURITY MECHANISMS IN WSN's

Wireless Sensor networks are much more vulnerable than wired networks
by their nature. The security attacks in WSNs range from passive eaves-
dropping to active interfering.Security in WSNs has various difficulties,
discussed above, which make application of existent solutions inappro-
priate to WSNs. The security mechanisms for WSNs are actually used to
detect, prevent and recover from the security attacks. Numerous analysts
proposed so many threats handling models and diverse security protocols
to counter malicious attacks and these can be categorized in various kinds,
which are shown in a taxonomy form in Figure 2.8. The cryptography,
key management, secure routing, secure data aggregation and intrusion
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detection and prevention are the main security issues in WSNs.

In this section, we first provide a taxonomy of various security mech-
anisms proposed in wireless sensor networks (WSNs). We then provide
brief literature survey on cryptography, key management, secure routing,
secure data aggregation and intrusion detection in WSNs.

Secure

Routing

Key Secure Data
Managment Aggregation
Security .
Cryptography Machanism Intrusion

Detection

in WsMNs

Figure 2.8 — Taxonomy of security protocols in WSNs

2,71 Cryptography

Cryptography provides the mathematical foundations for the construction
of secure protocols which response to the basic security requirements of
confidentiality, integrity and identities authentication in networks. But as
the sensor nodes are limited in their computational and memory capa-
bilities,the most of traditional cryptographic techniques cannot be simply
applied to WSNs without adapting them. Thus, many works in recent
years have proposed cryptographic security mechanisms for WSNSs, to se-
cure the communication between sensor nodes and the base station, by
addressing the different particularities of those networks. Based on the
existing cryptographic techniques, we can classify them into three classes:
symmetric, asymmetric and hybrid cryptographic techniques as shown in
Figure 2.9. Some of the most relevant works in this area are surveyed and
summarized in this section.

Symmetne
Cryplograplu:
Techasques
RSA Based
Asyrrmetsic -
Crypiographic Crypromaphs E:;;:':‘d
Teckengies Techmques
Paireg Based
Hybrid
Cryplomapliog
Techniques

Figure 2.9 — Cryptographic Techniques in WSNs

32



Chapter 2. Security in Wireless Sensor Networks

Selecting the most appropriate cryptographic method is crucial in
WSNs and it is based on code size, data size, processing time, and power
consumption criteria.

Symmetric Cryptography

In symmetric cryptography, a single key is used for both encryption and
decryption of the data. The symmetric encryption is also called secret key
cryptography. It is the oldest technique of encryption and it is reliable and
fast, and consumes less energy and memory. However, the most disadvan-
tages of this technique are how to exchange the key securely between com-
municating nodes and compromising of the entire WSNs through compro-
mised pre-loaded key nodes.

Asymmetric Cryptography

Contrary to symmetric encryption, in the Asymmetric Cryptography or
Public Key Cryptography (PKC) two different keys are used, a published
public key used for encryption and a secret private key used for decryp-
tion. This encryption mechanism is much secure than symmetric but the
generation of pair of keys causes high time, energy, and memory con-
sumption. So in general, PKC is a costly security mechanism for WSNs.
The well-known PKC techniques are RSA (Rivest, Shamir and Adleman)
and ECC (Elliptic Curve Cryptography). The most favorable for imple-
mentation in restricted devices as WSNs, according to the literature are
the alternatives relied on elliptic curves because the main advantage of
ECC is that shorter keys (less-memory requirements and faster field arith-
metic operations) can be used if compared with other cryptosystems like
RSA. For the same security, it is often stated that the security of a 160-bit
key for ECC is equivalent to 1024-bit key of RSA.

Hybrid Cryptography

Hybrid cryptography is the combination of symmetric and asymmetric
cryptography. It benefits the advantages of both techniques where asym-
metric encryption is used only to exchange a secret key and symmetric
encryption is used afterwards (Igbal & Shafi 2019).

To achieving high level of security in WSNs and after ex-
amining their constraints and limitations in sections above, we
conclude that these kinds of environment need Light Weight
Cryptography (Tawalbeh & Tawalbeh 2017) (Biryukov & Perrin 2017)
(Gunathilake et al. 2020).

Light Weight Cryptography

The Light Weight Cryptography (LWC) is a developing field that com-
bines Computer Science, Cryptography, and Electrical Engineering aiming
to provide the required level of protection for environments with limited
power and computational capacities (Manifavas et al. 2014). Lightweights
in cryptography can be achieved on both the hardware and software levels
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and must address the three tradeoffs: security-performance, security-cost
and performance-cost (Tawalbeh et al. 2017).
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Figure 2.10 — Lightweight Cryptographic Algorithm Design Tradeoff (Luhach 2016)

As Symmetric Lightweight Cryptographic Approaches for WSNs we
find AES (Advanced Encryption Standard). AES is a strong symmetric
key encryption widely used with good performance. AES has a well-
balanced tradeoff between implementation size and performance but
without energy saving. Recently, due to rapid development in the hard-
ware industry, we can find lower cost and less power consuming AES
implementations. In (Thangarajana & Bhaaskaran 2018) an architecture
to optimize the power dissipation of the circuit is proposed by trading
off the throughput and area of the system. The power is minimized by
the method of parallel processing and this structure was implemented
using Verilog HDL and synthesized using Cadence RTL Compiler and
Cadence Encounter SoC. From the results, the power dissipation of the
proposed structure is 2.04 times less than the existing parallel processing
structures. The paper (Acla & Gerardo 2019) presented an enhancement
to the existing AES algorithm by introducing a bitwise permutation in
place of MixColumns function to lessen the computational complexity of
the algorithm and in order to reduce the resource utilization of the WSN
node and thus develop a lightweight version of AES, LAES. Results have
shown that LAES have lesser device utilization as compared to recent im-
plementation of traditional AES. To test the security, both LAES and AES
were implemented on the same ten sets of data to obtain the avalanche
effect. The results conclude that replacing MixColumns function of AES
with 128-bit permutation improved the security of the cipher in terms
of avalanche effect. Furthermore, The time security was computed and
it would take 7.2563x1013 years to break the LAES using brute force attack.

In (Ali et al. 2020b), a secure light data encryption approach is pro-
posed. This approach is less computational and response times based on
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a modified version of Diffie-Hellman technique. The modification is by
generating a hash of each value that is transmitted over the network. The
proposed approach has been analyzed in terms of encryption/decryption
time, computation time, and key generation time for different sizes of
data and on various attacks. The comparative analysis with the existing
approaches shows that the proposed approach performs better in most of
the cases.

For Asymmetric Lightweight Cryptographic Approaches, the well-
known RSA algorithm is a bad candidate for lightweight optimization
since it depends on two factors which are large prime numbers be-
tween 1024 and 4096 bits to generate the pair of keys. However, ECC
is considered the most suitable because it requires less power con-
sumption, a smaller area, and fewer clock cycles (Tawalbeh et al. 2017)
(Gulen & Baktir 2020). Several optimized implementations were proposed
for lightweight ECC. (Ajaykumar et al. 2020) designed and implemented
a highly robust and efficient Symmetrical Elliptic Curve Cryptosystem
with Rabin Technique for WSN routing protocol. The proposed algorithm
uses double binding hash code technique. It supports sensor nodes with
bio hash code for identification of authorization network to share the
data. The simulation results show that the proposed Rabin ECC-L (El-
liptic Curve Cryptosystem-Linear) algorithm performs optimally better
than the existing ECC algorithm because it is taking initially fixed key
sizes and later varying it randomly, thus ensuring better energy effi-
ciency and enhanced security. The security technique proposed for WSN
in (Naresh et al. 2018) is a discrete logarithm problem-based lightweight
secure communication system using HEC (Hyper Elliptic Curve). A full
scale study of the adaptability of different genus curves over varied prime
fields on various types of constrained networks is made. It is shown that
the proposed scheme is proficient as the timings of various operations,
such as signature generation/verification, key generation, message en-
cryption, and decryption compares favorably with the timings of ECC
(Elliptic Curve Cryptography) Systems available in existing literature.
From the results of the comparative analysis with ECC-based cryptosys-
tems, HEC cryptosystems are more appropriate for implementation in the
constrained platforms in wireless network.

In paper (Lara-Nino et al. 2018), the authors presented a survey of
ECC in the context of lightweight cryptography to identify the criteria
that make an ECC-based system lightweight and a viable solution for us-
ing in practical constrained applications. A methodology to create ECLC
(Elliptic Curve Lightweight Cryptography) systems is designed and de-
scribed and the open challenges that must be addressed by these systems
is also discussed. The authors provided, for the first time and as a result
of the work, the concept and requirements for Elliptic Curve Lightweight

Cryptography.

The authors in (Shankar & Elhoseny 2019) proposed a Lightweight
Cryptography (LWC) based hash function for image security in WSN.
The hash value of encryption was developed upon the optimal secret
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key and it was recognized by the Enhanced Cuckoo Search (ECS) opti-
mization. The proposed model exchanges the images securely through
WSN and makes it conceivable to encrypt the information in real-time
applications because of its low computational expense. For performance
examination, impressive measurements, such as PSNR (Peak Signal to
Noise Ratio), MAE (Mean Absolute Error), Entropy, NPCR (Number of
Pixels Change Rate), and throughput were considered. The results show
that the proposed system provided expanded security and adequately
utilized the algorithm when compared with ordinary encryption and
optimization strategies.

Whereas for hybrid approaches, the proposed scheme in
(Tiberti et al. 2020) , called topology-authenticated key scheme 2 (TAKS2),
presented the evolution of a hybrid cryptography scheme, based on the
generation of topology-authenticated keys, specifically designed for WSN
platforms. TAKSz2 is, by design, a lightweight scheme where only partial
components of symmetric keys are predistributed (and not the whole
keys). The N-secure TAKS 2 scheme was developed in two implementa-
tions based on two state-of-art IEEE 802.15.4 MAC layers for validation.
The results shown that the scheme provides security with a performance
loss which is negligible in common environmental monitoring applica-
tions, and when the performance overhead is introduced on the WSN
nodes TAKS2 become less effective in those situations when an highframe
throughput (along security) is required.

According to (Dhanda et al. 2020) and based on their findings, AES
and ECC are the most suitable for used lightweight cryptographic
primitives. Hence we can conclude that the Light Weight Crypto-
graphic approaches (symmetric and asymmetric) are the most appro-
priate solution for the security-performance tradeoff in Wireless Sen-
sor Networks. An analyse of lightweight cryptographic approaches for
WSN can be found in (Tawalbeh et al. 2017) (Sadkhan & Salman 2018)
(Shah & Engineer 2019) (Aslan et al. 2020).

Key Management

In cryptography, keys are used for encryption and signcryption in order
to maintain the integrity and authentication of messages. So, efficient key
management protocols are needed in resources-constrained WSNs to ex-
ploit cryptography mechanisms. Key management, by definition, is a set
of protocols, which support generation and process of updating the keys
among authorized nodes following the security policy. Numerous scien-
tific categorizations for Key Management Schema (KMS) have been pro-
posed, as shown in the Figure 2.11. A classification according to:

e The network structure
e The encryption mechanism (symmetric, asymmetric and hybrid).

e The key pre-distribution: is characterized into area free key Pre-
distribution and area subordinate key pre-distribution.



Chapter 2. Security in Wireless Sensor Networks

The ability to update the keys in the sensor nodes, rekeying (static,
dynamic).

The Network model: depending upon the network mode, it is or-
dered into homogeneous or heterogeneous WSNs.

The probability of key sharing between a pair of sensor nodes ( prob-
abilistic and deterministic).

The attacker model: the authors of (Lee ef al. 2007) characterize four
assailant models.
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Figure 2.11 — Classifications for KMSs (Elqusy et al. 2017)

Key management involves three processes namely, key establishment,
rekeying and revocation. In (Lara-Nino et al. 2018), key establishment is
defined as “a process or protocol through which a shared secret is made
available for two or more participants, for its subsequent use in cryptog-
raphy. The key establishment can be divided into key transport and key
agreement”.

The efficiency of key management techniques is examined and evalu-
ated by means of the following scales (Yousefpoor & Barati 2018):

e Node revocation: an efficient key management protocol should have
the ability to revoke cryptanalyzed nodes in an efficient way in order
to prevent more node compromises and secure network safety.

e Forward and backward secrecy: it should be guaranteed through
methods of key management so as to defeat the node capture attacks.

e Collusion resistance: a proper dynamic key management technique
should be able to resist against compromised nodes.

e Resilience. This measure indicates resistance to node capture. If cap-
turing only one node results in the cryptanalysis of the whole net-
work, then the resilience level of key management system is low.

e Mobility : the key management protocol should have the ability to
distribute keys to the mobile nodes and provide them with the abil-
ity to communicate with their new neighbours.
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e Scalability: the key management protocols should be compatible
with networks of different dimensions and sizes.

e Key connectivity: this scale is used for evaluating the ability of the
nodes of the network in key formation after rekeying. There are two
types of connectivity: local connectivity and global connectivity.

In the paper (Albakri efal. 2019), the authors proposed a novel
polynomial-based key management scheme with a probabilistic secu-
rity. Polynomial-based key distribution schemes have been proposed in
WSNs to provide a lightweight solution for resource-constraint devices. A
deterministic key distribution is guaranteed on hierarchical structure in
which a pairwise key is shared between any two arbitrary sensor nodes
in a cluster, between a sensor node and its CH, and between the sink and
each CH. One problem associated with all polynomial-based approaches
in WSNs is that they are vulnerable to sensor capture attacks. However,
the probabilistic security feature in the proposed scheme reduces the
security risk of sensor-captured attacks and requires minimal memory,
communication and computation overhead.

Hamsha and Nagaraja in (Hamsha & Nagaraja 2019) proposed a Light
Weight Threshold Key Management Scheme (LWKMS) in WSNs. In the
proposed schema, each sensor stores three keys: a preloaded network
key that is used to secure communication between sensors; a cluster key
that is used to secure communication between a sensor and its cluster
head; and a share of a secret that is assumed to be utilized for group
communication based on Shamir’s secret key sharing scheme. In addition,
the base station is responsible for selecting a polynomial, secret keys,
generating shares, and updating thresholds. The presented scheme seems
lightweight in terms of storage since it reduces the size of the secret key
to be communicated and provides less overhead along with less energy
consumption and an efficient security even when the keys are compro-
mised by an attacker node.

In (Mesmoudi et al. 2019), a smart and dynamic key management
scheme for hierarchical wireless sensor networks (SKWN) is proposed.
SKWN relies on three subschemes: key establishment, key renewal, and
new sensor node integration which allows to guarantee scalability and
flexibility of the network. The proposed approach enables to make dy-
namic decisions in real time based on an ISA component that implements
some machine learning rules, to decide the appropriate security level. The
authors shown that the ISA component allows consequently to provide
efficient energy consumption and the non-redundant use of security op-
erations. With respect to existing scheme, SKWN optimizes energy con-
sumption and overheads related to communication and memory use.

Secure Routing

Routing is one of the most important operations in wireless sensor net-
works (WSNis) as it deals with data delivery to base stations. Routing at-
tacks can cripple it easily and degrade the operation of WSNs significantly.
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Traditional security mechanisms, such as cryptography and authentication
alone cannot cope with some of the routing attacks as they come from
compromised nodes mostly. Many routing protocols exist with-no effi-
ciency in security. To build secure and efficient routing model for WSNss
the following challenges have to be considered:

e Balancing trade-off between performance and security, a prerequisite
for heterogeneous WSNs (Zeng et al. 2019).

e To detect oscillating devices that sways from good to bad state and
vice versa and evaluates the credibility of feedback given by sensor
devices.

e In clustered-WSNs, load balancing among cluster head devices is
challenging as the existing routing model always routes packet to
node with highest trust parameter causing overhead among cluster
heads.

Many secure routing protocols are proposed to secure routing, in
which different routing attacks are considered and the most recent are
trust-based models. In routing, trust mechanism avoids/includes nodes
in routing operation based on the estimated trust value. In this section,
we present some of proposed schemes.

(Thahniyath & Jayaprasad 2020) presented a Secure and Load Bal-
anced Routing (SLBR) scheme for heterogeneous clustered based WSNs.
SLBR presents a better trust-based security metric, via Biased and fluc-
tuating trust evaluation that overcomes the problem when sensors keep
oscillating from good to bad state and vice versa, and also SLBR bal-
ances load among CH. Thus, aids in achieving better security, packet
transmission, and energy efficiency performance. The proposed protocol
is compared over existing trust-based routing model namely Exponen-
tial Cat Swarm Optimization (ECSO). The obtained result showed SLBR
model attains better performance than ECSO in terms of energy efficiency,
communication overhead, throughput, packet processing latency, mali-
cious sensor device misclassification rate and identification.

In (Zhao et al. 2019), authors presented Exponential-based Trust and
Reputation Evaluation Scheme (ETRES) for provisioning security for wire-
less sensor networks. For measuring Direct Trust (DT), entropy method
is used. Furthermore, for strengthening communication and bringing in
more reliability, Indirect Trust (IDT) is used. The model can dynamically
adjust the trust weight for reducing impact caused due to compromised
sensor devices.

The Base Station Controlled Secure Routing Protocol (BSCSRP) is
introduced in (Sajan & Jasper 2021) to protect the Base Station (BS) from
taking erroneous decisions that affects the network’s lifetime. The pro-
posed work aims to detect the anti-nodes from safe nodes by a trust-based
mechanism that secures the network from false data injection as well as
provides an efficient route that is free from carousal and stretch attack.
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The effectiveness of the proposed protocol (BSCSRP) is evaluated by com-
paring its performance with the existing AF-TNS, BTEM, RSA, and ERF
methods.

In (Ishmanov & Bin-Zikria 2017), the authors attempted to demon-
strate a research state of the trust-based routing from routing attack per-
spective and surveyed proposed schemes. The existing methods were dis-
cussed and presented based on the attack which they were proposed
against and to analyze their efficiently, they discussed based on the pro-
posed framework dividing schemes into three components: learning, trust
estimation, and routing. Moreover, the proposed schemes were evaluated
based on two important factors, which are energy consumption and at-
tack resiliency/detection. Finally, the researchers identified open research
issues in the proposed schemes and research field in general and pointed
out several recommendations to solve these issues.

Secure data aggregation

Currently, the data aggregation protocols (Saeedi & Al-Qurabat 2021)
mainly focus on improving the efficiency of data transmitting and ag-
gregating, alternately, the aim at enhancing the security of data. The
performances of the secure data aggregation protocols are the trade-off
of several metrics, which involves the transmission/fusion, the energy
efficiency and the security in Wireless Sensor Network ( WSN). In this
section, we give an overview of the most recent secure data aggregation
protocols in WSNs.

(Song et al. 2020) proposed a secure data aggregation solution based
on AutoRegressive Integrated Moving Average model (ARIMA), a tech-
nique for time series analysis, in WSNs. For prediction, the proposed
solution requires a cluster head to store the prediction model of all nodes
in the cluster and all nodes to make predictions synchronously dur-
ing data aggregation. To update model on nodes, new data and a new
ARIMA model are sent to the cluster head in the form of the prediction
error plus a private random number. The experimental results showed
that the ARIMA model provided accurate predictions and outperformed
a few competing methods in terms of accuracy, computation cost, and
communication cost and also achieved desirable data privacy, which was
not provided by any of the competing methods.

An energy-efficient Adaptive Slice-based Security Data Aggregation
scheme (ASSDA) is presented in (Hua et al. 2018). The proposed scheme
consists of five steps: (1) Construction of aggregation tree; (2) Determi-
nation of slicing numbers; (3) Determination of the size of each slicing;
(4) Mixing and assembling; (5) Aggregation. For data aggregation, an
additive aggregation function is used and the adaptive mechanism in
the model decreases the energy consumption of sending data as low as
possible. The author demonstrated that the presented solution reduced
the traffic, prolonged the lifetime and improved the security level of WSN,
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nearly the same with Slice-Mix-AggRegaTe (SMART) scheme.

A recent review on secure data aggregation scheme in WSN can be
found in (Abood et al. 2021).

2.7.5 Intrusion detection

Because of their resource constraints, sensor nodes usually cannot deal
with strong cryptographic strategies. So what is needed is a second line
of defense: An Intrusion Detection System (IDS) that can detect a third
party’s attempts of exploiting the insecurities of the network. IDSs already
represent a key tool for ensuring cyber security in traditional computer
based systems and they became an active research topic for wireless sen-
sor networks.

The following Chapter gives a detailed introduction on IDSs in WSNs
and surveys the most recent works in this field.
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Figure 2.12 — Intrusion detection techniques in WSN

2.8 HOLISTIC SECURITY

The holistic approach (layered approach, cross-layer approach) of secu-
rity (Olariu et al. 2005) (Parween & Hussain 2020) aims at involving all the
stack layers for ensuring overall security in a network under changing
environmental conditions. For WSNs, a holistic approach is required to
tackle security challenges in the network as single security solutions for
a single layer might not provide the desired result in terms of security
efficiency, for example; if a sensor is somehow captured or jammed in the
physical layer, the security for the overall network breaks despite the fact
that, there are some efficient security mechanisms working in other layers,
hence by using a holistic approach, protection could be established for the
overall network with a high level of efficiency.

41



Chapter 2. Security in Wireless Sensor Networks

Application
Transport
Metwork

Link

= = =3 C ML

Physical

|

Figure 2.13 — Holistic view of Security in wireless sensor networks

The paper (Olariu et al. 2005) is viewed as an initial contribution to-
wards developing a holistic solution for securing sensor networks. The
proposed solution provides security not only for the various individual
layers of the system but also for the entire system in an integrated fashion
based on a set of the following four guiding principles: Security of a
network is determined by the security over all layers, in a massively
distributed network, security measures should be amenable to dynamic
reconfiguration and decentralized management, in a given network, at
any given time, the cost incurred due to the security measures should
not exceed the cost assessed due to the security risks at that time and
finally if the physical security of nodes in a network is not guaran-
teed, the security measures must be resilient to physical tampering
with nodes in the field of operation.The solution in the context of these
principles supports a differential security service that can be dynamically
configured to cope with changing network state and can potentially mini-
mize the energy cost of security over the network lifetime.

Pathanet et al (Pathan ef al. 2006) proposed the methods to identify
the security related issues and challenges in wireless sensor networks
with the holistic view of security for ensuring layered and robust security
levels for WSN.

The authors in (Parween & Hussain 2020) presented different types
of cross-layer design techniques in Wireless Sensor Network (WSN) and
discuss several cross-layer proposals given by researchers and at the end,
the paper highlights some challenges faced in implementing CLD (Cross-
Layer Design) in Wireless Sensor Networks.

The security challenges in WSNs have continually been a source of
great concern to many scientific researchers, their applicability, their na-
ture and their complexity makes them very vulnerable to many security
attacks. Up till this moment, there is no well-defined holistic security ap-
proach in solving these issues. Combining all the today proposed security
mechanisms together for making them work in collaboration with each
other will incur a hard research challenge. Providing a clear-cut holistic
approach that has the capacity to detect all the possible entry points for
attacks within the entire network calls for further research and more the
cost-effectiveness and energy efficiency to employ such mechanisms could
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still pose great research challenge in the coming days. Ensuring the holistic
security in wireless sensor network hence is a major research issue.

CONCLUSION

In this chapter, we have highlighted various security attacks, especially
DOS attacks, and their effect on the WSN. The countermeasures and
defensive mechanisms proposed in literature against attacks has been
explored to understand them better and to defend them effectively. Thus,
providing a secure sensor network remains a challenge.

In the next chapter we focus on the intrusion detection mechanism in
WSNEs.
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AFter having outlined the threats that Wireless Sensor Networks are

exposed to and motivating the need for IDSs to detect attacks. In
this chapter, we outline the requirements that an IDS for sensor networks
should satisfy. Then, we give a detailed review on the existing schemes of
intrusion detection in WSN. Finally, we conclude, the chapter, with future
research directions on IDS in WSN.

INTRUSION DETECTION SYSTEM (IDS)

In network security, Intrusion Detection Systems are considered as a sec-
ond line of defense since attacks cannot be always avoided or prevented.
IDSs already represent a key tool for ensuring cyber security in tradi-
tional computer based systems and they became an active research topic
for wireless sensor networks.

Definitions

(Anderson 1980) introduced the concept of intrusion detection in 1980 and
defined intrusion as "The potential possibility of a deliberate unauthorized
attempt to:

1. Access information;
2. manipulate information;
3. render a system unreliable or unusable."

In other words, an intrusion is an intentional activity that tries to interrupt
the confidentiality, integrity and availability of systems.

In the other hand, (Scarfone & Mell 2007) comprehensively defined
IDS as "IDS is a complete system that monitors events in a stand-alone
computer system or networks; make analysis to find out the conflict-
ing incidents which are against the system’s security policy, and identify
them as an unauthorized activity from malicious or authorized entity". So,
the fundamental goal of IDS is thus to automate the intrusion detection
(Khan et al. 2020).

Key Challenges of Intrusion Detection in WSNs

View the difference between wired and wireless sensor networks, develop-
ing an IDS for WSN should meet the special features of sensor network. In
the following, we present the main challenges that should be considered
when designing IDS for WSN (Rassam et al. 2012):

1. Resource constraints: Unlike wired networks, the IDSs are not in-
stalled on powerful computers to operation efficiently in WSN. The
sensor nodes have limited physical resources: power, storage capac-
ity, memory, power processing capability and limited signal band-
width. These constraints make design of an efficient IDS very diffi-
cult.
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2. Dynamic topology change: The mobility of sensor nodes make diffi-
cult for IDS, especially IDS based position map of nodes, to fit with
this dynamic change in topology.

3. Continuous data streaming: Setting up an online IDS is very critical
mainly with data streaming application where detection task can not
be deferred

4. Different types of routing protocols: The different types of WSN ap-
plications need a variety of routing protocols.Thus, a developed IDS
for a specific routing protocol can not be suitable for an other one or
easily adapted.

5. Difficulty in building intelligent IDS models: The wired networks
has standard sets of labeled data including both normal and abnor-
mal behaviour, such as KDDgg dataset *. Unfortunately, there no
such standard for WSN. The use of classification techniques that de-
mand training dataset to build an intrusion detection model seems
difficult or if impossible.

6. Lack of standards: Because of the lack of intrusion detection model
and standard for WSN, the evaluation of the new proposed IDS com-
pared to other is not feasible.

In addition to challenges, an IDS solution should fulfill some require-
ments.

Requirements of IDS for WSN

According to (Krontiris 2008) a good IDS for sensor networks must satisfy
the following properties:

1. Localize auditing: Apart from the base station, there is no centralized
point that can collect the entire audit data in WSN. Thus the IDS
must use a localized and partial audit data with considering the
problem of high false alarm rate.

2. Minimize the use of resources: WSN is a set of constrained resources
sensors which make designing a lightweight and efficient IDS a dif-
ficult task. In addition, the available limited bandwidth should be
considered when managing the communication between nodes in
attacks detection.

3. Trust no single node: IDS using a cooperative algorithms must not
fully trust the sensor nodes since they can be easily compromised.

4. Be truly distributed: The gathering of audit data, analysis, detection
execution and alert correlation processes should be distributed in
order to load balance the intrusion detection charge over the sensor
nodes.

Thttps://www.unb.ca/cic/datasets/nsl.html
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5. Support addition of new nodes: Adding new nodes due to damage
of some nodes or for need, the IDS must support this procedure with
the ability to differentiate it from an attack.

6. Be secure: An IDS should be able to resist attacks against itself and
have the ability to avoid revocation of a legitimate node from the
network or no detection of another intruder node when a monitoring
IDS agent is compromised.

Figure 3.1 below summarizes requirements of designing IDS for WSN.

D5 Design
Requirements

Suppeort
additicn of new
nodes

Be truly
distributed

Figure 3.1 — Requirements of designing IDS for WSN

The key challenge of designing IDS for WSNs is to detect with high
accuracy any security attacks including unknown ones with maximum
energy saving so that network life time is prolonged.

IDS components

The basic function of the IDS is to monitor the network and user’s be-
haviour at different levels. Broadly speaking, IDS has three main com-
ponents: monitoring component, analysis and detection component and
alarm component, as shown in Figure 3.2.

1. Monitoring component: controls and monitors traffic, local events
and resource utilization on node as well as its neighbours.

2. Analysis and detection component is the key module in which net-
work operations, behavior and activities of nodes are analyzed. Also,
it is responsible to classify the network nodes as suspicious or not.

3. Alarm component is responsible to generate an alert when abnor-
mal activities are detected. The following action(s) would be taken
according to the system specifications (Butun 2013):
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e An audit record should be generated.

o All the network members, the system administrator (if it exists)
and the base station (if it exists) should be alerted about the in-
trusion. If possible, location and identity of the intruder should
be provided in the alert message.

o If it exists, a mitigation method should be induced in order to
stop the intrusion. For example, an automated corrective ac-
tion should be generated through a collaborative action of the
network members (especially the neighboring members to the
incident).

Analysis
&

Detection

Figure 3.2 — IDS components in WSN

3.2 IDS TaxoNnomy

As showed in the Figure 3.4, IDS can be classified in various groups as
follow.

3.2.1 Detection techniques

The IDSs can be grouped into three major categories based on technique
they used for intrusions detection: signature or misuse based detection,
anomaly based detection and specification based detection. Later on,
a new technique arose by combining two or all the three mechanisms
namely hybrid based detection.

Signature based detection

Signature based IDS, also known as misuse based or rule based IDS, try
to find a match between the analyzed traffic and the pre-known attacks
traces or signature. This technique gives a low false positive rate but it
only detects known attacks and does not perform well for unknown at-
tacks. According to (Sobh 2006), signature based IDS are very much like
the anti-virus systems that could detect known patterns efficiently but
fails to detect new ones. Signature detection in WSN is based on stored
attack patterns in sensor nodes memory to detected threat. Since sensor
nodes have limited storage capacity, signature based IDS are not suitable
for WSN (Mitchell & Chen 2014).
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In (daSilva et al. 2005), the authors present the following rules in order
to monitor the network anomalies:

e Interval rule: delay between the arrivals of two consecutive messages
must be within certain limits.

e Retransmission rule: the transit messages should be forwarded by
the intermediate nodes.

o Integrity rule: the original message from the sender must not deviate
when it arrives to the receiver.

e Delay rule: the retransmission of a message must occur after a certain
wait time.

e Repetition rule: same message can only be transmitted from the
same node in certain number of counts.

e Radio transmission range: the messages should be originated from
the neighboring nodes only.

e Jamming rule: the number of collisions for a packet transmission
must be lower than a threshold.

Anomaly based detection

Anomaly based IDS also called behavior based IDS, models and predicts
the normal behavior of systems named profile by learning phase in which
reference cases representing the normal profile are constructed. An alarm
is triggered when an excessive deviation of this profile is observed. In this
type of detection, unknown attacks can be detected but with high false
positive rate.

Anomaly based IDS consists of two phases: training phase and testing
phase (or detection). In the training phase, the IDS must learn normal
and abnormal behaviors through normal traffic and attack traffic datasets
given as input to the IDS. In testing phases, test set of new traffic flows is
given to IDS model for classification as normal or attack.

According to (Butun 2013) , anomaly based IDSs are divided into three
main categories: statistical based, data mining (knowledge) based and ma-
chine learning based:

e Statistical based: In statistical based anomaly detection, profiles of
normal and abnormal behaviors are created based on the captured
network traffic and some scores are generated to calculate the thresh-
old value of the normal behavior. IDS detects attacks when an ab-
normal activity increases the threshold value. Statistical based meth-
ods are also divided into three subcategories which are listed below
(Wazid 2017):

— Univariate: In this method, various parameters are modeled as
independent Gaussian random variables.
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— Multivariate: In multivariate method, the correlations between
two or more metrics is considered.

— Time series model: Here, an interval timer is used along with an
event counter that takes into account the order and inter-arrival
times of the observations, and also their values.

e Data mining based: In knowledge based anomaly detection, a prior
knowledge (data) of the network parameters in normal and under
attack conditions is required. Thus IDS can detects attacks by com-
paring the values of the parameters under attack with the ones of
normal flow. This technique is consists of the following subcategories
(Wazid 2017):

— Expert systems: The IDS performs on a set of rules classification
of audit data.

— Description languages: Some diagrams are generated (such as
Unified Modeling Language diagrams) on the basis of data
specifications.

— Finite state machine (FSM): based on the available dataset, a FSM
is generated on the defined states and transitions in the dataset.

— Data clustering and outlier detection : The monitored data are
grouped into clusters using clustering techniques, such as K-
means. The outliers points (points that do not belong to any
cluster) predicts an attack.

Machine learning based: In machine learning based anomaly detec-
tion, a machine learning algorithms are used to generate an explicit
or implicit classification model of the analyzed network. However,
the generated models should be updated periodically in order to
improve the performances of IDS. In this technique, we can find the
following subcategories (Wazid 2017):

— Bayesian networks: In Bayesian networks, the probabilistic
relation-ships among the variables of interest are formed,
and further they are used for detection of an attack.

— Markov models: Markov models are used in intrusion detection.
They work on the basis of stochastic Markov theory in which
the capabilities of the system are modeled, and they are inter
connected through transition probabilities.

— Fuzzy logic: This type of detection is based on approximation
and uncertainty.

- Genetic algorithms: In these techniques, the genetic algorithms
are used in intrusion detection process.

— Neural networks: Neural networks work on the basis of human
brain foundations. Neural networks can also be used for intru-
sion detection process.

— SVM: The goal of SVM is to produce a model (based on the
training data) which predicts the target values of the test data
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given only the test data attributes by finding a linear separating
hyperplane with the maximal margin in a higher dimensional
space of data.
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Figure 3.3 — Classification of anomaly based IDSs (Butun 2013)

Specification based detection

In Specification based detection a set of manually developed specifi-
cations and constraints to characterize legitimate system behavior and
to recognize the abnormal behavior of the network, is defined. Speci-
fication means set of rules and thresholds defined for predictable be-
havior of network modules, such as protocols, nodes and routing ta-
bles (Khan et al. 2020).Thus, this mechanism combines the advantages of
both misuse and anomaly based detection techniques. Specification and
anomaly based detection work in the same way as attacks detection is
based in both of them on deviation from normal profile. This technique
can thus detect unknown attacks and gives low false alarm rate compared
to anomaly detection. However, to achieve this low false alarm, developing
a detailed specifications is a very time consuming task.

Hybrid based detection

Hybrid based IDS uses a combination of signature, anomaly and specifi-
cation based technique in order to improve the IDS. A hybrid approach
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requires use of at least two approaches in one system of the three IDS
detection mechanism. Hybrid IDS is developed to overcome the disadvan-
tages of the existing approaches and to design a more powerful system.

Audit Data Source

Based on the location of the data to be analyzed, IDSs can be divided into
three groups: Host based Intrusion Detection System (HIDS), Network
based Intrusion Detection System (NIDS) and Hybrid based Intrusion De-
tection System (HyIDS). These types are described one by one.

Host based IDS

HIDS is used to monitor a single host for suspicious activities by either
monitoring the real-time system usage of the host or by examining the
log files on the host. Such an intrusion detection system has benefit of
high protection strategy: it can detect the changes to critical system files
on the host, repeated failure access attempts to the host, unusual process
memory allocations, unusual CPU activity or I/O activity which makes
difficult for attacker to penetrate the system directly. However, due to the
installation cost, especially in large networks, and use of resources of each
host, HIDS is unattractive solution for resource constrained networks as
WSNs.

Network based IDS

NIDS is used to listen to the network traffic passively or actively in order
to monitor the entire network or sub-network for the detection of various
network threats by doing the analysis of protocol activity. NIDS can ana-
lyze packets, their payloads, IP addresses or ports. To find out intrusion,
NIDS compares the audit data with threats already stored in its database,
in case of match an alarm will be generated. Compared to HIDS, NIDS is
less expensive in installation cost but monitoring the whole network traffic
results degradation in performances with communication delays.

Hybrid based IDS

HyIDS is used to overcome the drawbacks of HIDS and NIDS above men-
tioned. It works by combining components and features of both the IDSs
using mobile and central agent. the agents play the role of communication
between HIDS and NIDS. Mobile agents perform system log file checks
on every host. Whereas, central agents check the overall network traffic to
detect anomalies.

Detection architecture

IDS can be categorized into four types based on its operational structure
(detection architecture), including standalone IDS, distributed and coop-
erative IDS, hierarchical IDS and Mobile agent IDS (Bruth & Ko 2003):
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Standalone

A standalone IDS operates on each individual node to identify abnormal
activities and to detect intruders against his node. In this system, there is
no interaction between nodes or sharing of information. This deployment
requires that each node is able to ensure the functionality of an IDS. The
common limitations of this architecture are:

e Coordinated attacks can not be detected.
e May cause collision due to independent IDS in every node.

e Detection accuracy is small as compared to distributed IDS.

Distributed and Cooperative

Here each node runs its own IDS for its local intrusion detection and for
a global detection all nodes cooperate to create a unique IDS. This detec-
tion architecture is suitable for the flat WSNs. Distributed and cooperative
architecture has improved detection accuracy and is able to detect the co-
ordinated attacks. However, it suffers from the following limitations:

e Complex architecture due to the Maintaining of local and global de-
tection mechanism.

e Cooperation increases communication overhead.

e Susceptible to attacks.

Hierarchical

In this case, the WSN is composed of a set of clusters with cluster-head
and members. The member nodes are responsible for monitoring its neigh-
bours activities and indicating any suspicious activity to cluster-head. In
addition, the cluster-head should detect intrusion against other cluster-
heads and all the cluster-heads can cooperate with base station for global
detection. Some well-known limitations are:

e Longer delays are reported.
e Susceptible to attacks.

e Vulnerable to cluster damage because it could affect the entire cluster
member.

e Selection of cluster-head mechanism each time cause an extra com-
munication in the network.

Mobile Agent

In this detection architecture, the mobile agents can freely move in the
network to perform a specialized software on selected node or each node.
These agents can cooperate their action to detect the eventual suspicious
activities in monitored node. This architecture supports insertion of new
nodes in order to increase network lifetime, enable tolerance to faults
and/or efficacy of IDS. Limitations
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e Correlation issue between high detection and reporting delays.

e Decrease in IDS performances due to the agent portability in hetero-
geneous environments.

e Compromising of Agents.

Network Architecture

Based on network architecture, (Anantvalee & Wu 2007) divided IDSs into
two groups: flat and hierarchical. Designing of an effective and efficient
IDS mechanism for WSNs is strongly related to the network architecture.

Flat Architecture

In flat architecture, all nodes are considered as equal in capabilities, con-
tribute equally in any internal functions and participate in routing. There-
fore, a lightweight IDSs are required and the most workable detection
pattern will be rule-based techniques and statistical techniques.

Hierarchical

In a hierarchical architecture, all the nodes are grouped into clusters and
in each cluster they elect a node as cluster head (CH). A distributed de-
tection patterns are implemented in which energy consumption is dis-
patched over the network and communication cost is low. CH is used to
organize and coordinate the sub-computation tasks throughout a cluster
while nodes member participate in data processing procedure resulting
thus in conserving the communication overhead.

Detection Mode

Based on mode of detection, IDSs can be divided in two sub groups, such
as Online IDS and Offline IDS. The difference between them is stated as
below.

Online IDS

In this class, the IDS analyze the network traffic (incoming and outgoing)
continuously in order to detect in real time intrusions using the detection
pattern. Online IDS is the most widely used IDS and is also called Real
Time IDS.

Offline IDS

On the other hand, offline IDS requires gathering enough historical data
stored in large independent date repositories and detects intrusions from
time to time.

Detection Response

When as intrusion is detected, IDSs can be categorized, based on its re-
sponse, into two classes namely Active IDS and Passive IDS.
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Active IDS

Since the IDS works in a reactive way, when an attack is happened in
the network, it actively responds to the detected threats by taking the
following actions in accordance with system specifications:

e Generation of an audit record.

e An alert message should be sent to all the member entities of the net-
work (nodes, base station and administrator) including, if possible,
the location and the identity of the intruder.

e Induction of a mitigation method to stop the intrusion.

Active IDS is also called Intrusion Detection and Prevention System
(IDPS) as it prevents the intrusion after detection without external help.
IDSP systems are widely used to protect real time systems but Unfortu-
nately, they suffer from resource issues (huge memory and computational
resources).

Passive IDS

In passive IDS, the system or the network is only monitored silently with
no prevention react to any detected intrusions. It is computerized to notify
the system manager or administrator to block the attack.

Usage Frequency

Based on the analysis way, IDSs can be categorized in two types, such as
Continuous IDS and Periodic IDS.

Continuous IDS

Here, The IDS monitors the network continuously. It detects and blocks
any security threats occurring in the network. Continuous IDS is very ef-
fective however it consumes resource of the network continuously result-
ing to computing and energy issues.

Periodic IDS

The IDS monitors the network in certain periods of time to perform a pe-
riod wise detection strategy. Periodic IDS is efficient in terms of energy
and computation. However in security side, the network can be harmed
during waiting period of the IDS if an intrusion appears until its mitiga-
tion.

DEecistoN MAKING IN THE DS

Due to the wireless communications between nodes in the WSN, the fol-
lowing features need to be considered in the decision making model of
IDS (Butun 2013):
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e Collisions

e Packet drops

e Limited transmission power
e Fading battery power

There are two types of decision making mechanisms for IDSs: collabo-
rative and independent decision making.

3.3.1 Collaborative decision making

In collaborative mechanism, all or designated sensor nodes collaborate
with each other and work together to make decision concerning events
that happened in the network. As example, the voting mechanism where
the event occurred is an intrusion or it is not an intrusion according to the
final decision of the majority of the member nodes.

3.3.2 Independent decision making

In independent mechanism, each sensor concludes a decision of its own
over the surrounding events in the network. The produced decision is one
out of the four decision mentioned below (Ghosal & Halder 2017).

o Intrusive but not anomalous (false-negative): An intrusion manifests in
the network but it is not detected by the IDS. The IDS classifies the
event as non-anomalous one.

o Not intrusive but anomalous (false-positive): No intrusion appears in the
network but a normal event is classified mistakenly as an anomalous
one by the IDS

e Not intrusive and not anomalous (true-negative): No intrusion in the
network, and the event is correctly classified as non-anomalous one
by the IDS.

o Intrusive and anomalous (true-positive): An intrusion occurs in the sys-
tem, and it is correctly classified as an anomalous event by the IDS.
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3.4 IDSs PROPOSED FOR WSNs

Various intrusion detection systems have been proposed recently in
literature for detecting malicious node(s) in WSNs. Many survey pa-
pers are thus published on IDS (Kaur & Rattan 2021) (Al ef al. 2020a)
(Godala & Vaddella 2020) (Mehta et al. 2018). The most relevant survey
was presented in (Godala & Vaddella 2020). So we try in this section to
complete the presented survey by adding two new categorises: Trust
approach and bio-inspired approach.

In the following, a detailed review on most recent IDS for WSN is
presented with the respect of the categorisation presented in figure 3.5.
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Figure 3.5 — Existing approaches in WSNs

3.4.1 Anomaly based IDS
Machine Learning Algorithms

1. Supervised Learning

Deep Learning (DL) is a subset of Machine Learning (ML) that uses
many hidden layers to attain the characteristics of a deep network.
DL methods could be more efficient than machine learning because
of their deep structure and capacity to learn important characteris-
tics from a dataset on their own and give an output. In the work
presented in (Otoum et al. 2019), authors give a comprehensive anal-
ysis of the use of machine learning and deep learning solutions for
IDS systems in Wireless Sensor Networks (WSNs). The Restricted
Boltzmann-based Clustered-Intrusion Detection System (RBC-IDS)
is compared to an adaptive machine learning approach : The Adap-
tively Supervised and Clustered Hybrid IDS (ASCH-IDS). The RBC-
IDS is based on the RBM (Restricted Boltzmann Machine) which is
a neural, energetic network with two layers: visible (V) and hidden
(H) where the learning procedure is managed by an unsupervised
fashion. In the proposed RBC-IDS, each CH totals the sensed data
from the other sensors in its consistent cluster, and sends this to the
IDS, which is installed in a central server, by performing the data ag-
gregation procedure. The procedure computes the aggregator trust
score based on other sensor trust scores and the trust evaluation be-
tween the sensors and the aggregator. To evaluate the performance of
the two IDSs, the Network Simulator-3 (NS-3) was used with regards
to Accuracy Rate (AR%), False Negative Rate (FNR%) and Detection
Rate (DR%) metrics. Simulation Numerical results showed that RBC-
IDS performs at the same rate as ASCH-IDS, However, training and
detection times of ASCH-IDS are approximately half that of ASCH-
IDS. Based on their findings, the authors proposed that an ML-based
IDS system is preferable to a DL-based IDS system under the circum-
stances for an exemplary case of WSN-based critical infrastructure
monitoring.

(Zhang et al. 2020) proposed an intrusion detection system based
on multi-kernel extreme learning machine(MK-ELM) for clustered
WSN environments. The KELM is an excellent classification algo-
rithm in artificial neural networks (ANNs) which combines the
advantages of extreme learning machine and the generalization
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performance of the support vector machine method. The proposed
WSN network model consists of three heterogeneous in energy
parts: sensor nodes, sink nodes and management node where the
later has the infinite energy resource. Sensor nodes collect, aggregate
and transmit collected date to cluster-head which in turn transfers
them to the sink node for data preprocessing, so that in the end,
the management node ensures anomaly detection based on the
MK-ELM classifier which predicts and classifies the incoming data.
The proposed MKELM algorithm achieve the highest performance
compared to ELM and SVM in detection rate, low false positive rate
and network energy saving with fast learning speed.
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Figure 3.6 — Flowchart of MK-ELM algorithm (Zhang et al. 2020)

In (Zhang et al. 2021), the authors proposed a WSN intrusion de-
tection system based on Time-Varying Parameter Improved Parti-
cle Swarm Optimization with Principal Component Analysis (PCA)
and Support Vector Machine (SVM), reffered as TVP-IPSO-SVM. In
this system, the PCA technique is applied first to reduce data di-
mension in the aim to optimize the amount of transmitted data and
reducing thus energy consumption. Next the intrusion detection al-
gorithm based SVM is used. Since the learning ability and general-
ization ability of SVM depend on the choice of its parameters, the
TVP-IPSO algorithm is introduced optimize the parameters of SVM.
The performance of the proposed model is evaluated on the public
dataset KDD Cup9gg.
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2. Semi-Supervised Learning

(Li et al. 2018) proposed an improved K-means clustering Algorithm
based on particle swarm optimization (PSO-KM) for intrusion de-
tection. The proposed system use particle swarm optimization to
guide K-means clustering algorithm to select initial cluster centers,
it makes cluster easily converge to overall optimization. In order to
evaluate application effect of PSO-KM algorithm in intrusion detec-
tion, the KDD Cup 1999 data set is used. The PSO-KM algorithm
uses data set which contains only the normal data as training data,
then detects data set which contains intrusion data. The intrusion
detection mechanism in the proposed IDS is based on the distance
(denoted d) between Xi (Input samples) and cluster center, when d
is less than threshold, Xi is considered normal data, otherwise it is
considered as intrusion data. Experimental results showed that de-
tection rate of PSO-KM is improved for detecting known attacks and
unknown attacks, and false detection rate is greatly reduces com-
pared to traditional K-mean algorithm.

. Unsupervised Learning

A knowledge-based intrusion detection strategy (KBIDS) is pro-
posed and developed in (Qu et al. 2018). To detect various unknown
attacks against WSN, the authors used the Mean Shift Clustering Al-
gorithm (MSCA), an unsupervised learning scheme to distinguish
undefined abnormal features reflecting the behavior of a WSN un-
der attacks from the normal context. An excellent balance between
high detection rate and less false alarms was achieved by using a
weight support vector machine that can maximize the margin be-
tween abnormal and normal features which in turn can effectively
enhance the detection accuracy. In addition, by using a feature up-
dating strategy, KBIDS can co-evolve with the network structural
dynamics and perform constantly well when network architecture
or topology changes. To validate the proposed system, KBIDS was
implemented in both QualNet network emulator and real 6LoWPAN
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wireless sensor network application. Simulation and real application
results showed that KBIDS had the highest detection rate and the
lowest false alarm rate compared to several common intrusion mod-
els.
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Figure 3.8 — The schematic diagram of (Qu et al. 2018)’s IDS model

4. Hybrid

(Nivaashini & Thangaraj 2018) presented an intrusion detection sys-
tem based on hybrid machine learning technique, by combining K-
means clustering and Support Vector Machine (SVM) classification.
K-means clustering was implemented as a part of unsupervised
learning and SVM algorithm was implemented to perform super-
vised learning. In grouping phase, a binary clusters one for normal
traffic flow and other for abnormal traffic flow were quantified and
generated. Attacks of various kinds were clustered into one group
depending upon their characteristics. In classification phase, Sup-
port Vector Machine (SVM) is utilized to categorize dataset to nor-
mal traffic flow or abnormal traffic flow. In the proposed system, a
specified WSN dataset is built to describe different types of attacks
using temperature sensors. To assess the proposed IDS efficiency,
three evaluation metrics was considered: False Positive Rate (FPR),
Detection Rate (DTR) and Accuracy (ACC). The results showed that
Hybrid (SVM + K-mean) algorithm performs well with high DTR
and low FPR in the classification of normal and abnormal WSN traf-
fic compared to common K-mean and SVM.
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Bio-Inspired
1. Human Immune System

(Alaparthy & Morgera 2019) designed a cooperative intrusion detec-
tion system (IDS) based on human immune concept called danger
theory. The proposed approach unifies various monitoring parame-
ters, such as energy, data transmitted and frequency of data transfer
to counter the attacks. The danger theory in the presented system,
emits four different quantified signals as a function of network per-
formance. These signals include Danger, PAMP (pathogen associated
molecular patterns), Safe and Cytokine signals. A threshold value is
calculated after the detection process and it is used to determine
the state of the network and the countermeasures to be taken. To
validate the proposed approach, four different types of attacks, such
as Blackhole, DDOS, Wormhole and Selective forwarding were intro-
duced into the network simulated on Cooja simulator and the results
concluded that the designed IDS can be used to test a wide range of
attacks with a decent detection rate.

2. Biological nervous systems

In (Hasan et al. 2021), the authors presented energy optimization
based intrusion detection technique using the biological nervous sys-
tems. The biological system is implemented using Artificial Neural
Network (ANN). The proposed method operates in three sequen-
tial phases: Gathering data, training phase and ANN classification.
In gathering data phase, the IDS collects data and measure the en-
ergy consumption and packet loss between two nodes. During the
second phase, the ANN is trained on the collected data to detect
the suspicious behavior. The last phase, the ANN will be able to
classify the network activities based the energy consumption and
Packet Delivery Ratio (PDR). The evaluation of the proposed system
is performed using Qualnet simulator. The authors concluded that
the ANN based-PDR is faster than ANN-based-energy consumption,
but both of them detects the unsecured nodes.
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3. Bee Colony

In (Raghav et al. 2020), the authors proposed a bio-inspired based se-
cure routing protocol using Bee Algorithms, named The BEEWARE
algorithm. The proposed routing mechanism consists of two impor-
tant metrics known as primary scout bee and secondary scout bee
for carrying routing and security mechanism. The considered at-
tacks are mainly concentrating in network layer, such as flooding
attack, Spoofed attack and Sybil attack. The BEEWARE algorithm
was compared with the famous routing protocol, such as RLEACH,
SECLEACH and CASER. The performance assessment of the pro-
posed IDS was carried in MATLAB with the following factors: End
to end delay, Efficiency of path, Routing overhead, Data forwarding
efficiency, Packet loss and Packet delivery ratio. The obtained result
showed that the proposed Beeware routing scheme provides a better
result compared to other mechanism.
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Figure 3.11 — Workflow of BEEWARE routing scheme (Raghav et al. 2020)

. Chicken Swarm (Borkar et al. 2019) presented an effective Cluster-
ing technique based on sensor nodes weight and Adaptive chicken
swarm optimization algorithm for Cluster-Head selection to extend
lifetime and improve the scalability of the network. For intrusion de-
tection, two stage classification technique known as adaptive SVM
classification is proposed. Before classification, a feature reduction is
done with aid of RRF algorithm (Rotated Random Forest). The first
stage of classification is based on acknowledgement based method
to detect whether the corresponding sensor node is malicious or not.
Whereas in the second stage, classification is done to detect different
types of attacks and corresponding action is performed based on at-
tack identified. The authors concluded that the main reason behind
the good effectiveness of the proposed system is that it has used set
of classifiers collectively known as RRF compared to one classifier in
conventional machine learning algorithm.
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Other bio-inspired approaches can be found in (Hamad & Abid 2017)
(Naseer et al. 2020) bio-inspired algorithms based on the Ant Colony
system and (Faheem ef al. 2018) bio-inspired algorithm based on
butterfly mating.

Trust based IDS

(Khan ef al. 2019) proposed a novel clustered trust estimation approach
(LTS) for large-scale WSN to detect malicious sensor nodes with low mem-
ory and energy consumption. To minimize communication overheads,
the proposed LTS performs on two levels: intra-cluster level with dis-
tributed approach and inter-cluster level with centralized approach to set
precise trust decision of sensor nodes. In centralized approach, Cluster
head or base station (trusted node) calculates the trust value of sensor
nodes. Whereas in distributed approach, all sensor nodes itself calculate
neighbors’ trust value for decision making based on a defined threshold
value. One of the interesting novelty about the presented scheme is use
of a robust trust function with flexible punishment coefficient that can
be adjusted according to application requirements. In addition, a simple
averaging scheme to aggregate the trust values for cluster heads is in-
troduced. Four kinds of attacks: Garnished attack, Bad mouthing attack,
Blackhole attack, Greyhole attack and Ballot-stuffing attack have been sim-
ulated on Matlab to assess the effectiveness of the proposed trust model
(LTS) considering the fallowing factors: successful interactions, commu-
nication overhead, and malicious node detection. The authors concluded
that the proposed model is feasible for security enhancement by detecting
and mitigating malicious nodes and planed to design a robust, risk-aware
trust model for heterogeneous WSN and IoT using machine learning.
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An efficient weighted trust-based malicious node detection (WT-MND)
scheme in clustered WSN is presented in (Zawaideh & Salamah 2019).
Adopting LEACH protocol, the WI-MND scheme is based on the two
main phases of this protocol. The setup phase and the steady-state phase
which implicitly implements the WI-MND scheme. The WT-MND scheme
is composed of four main components: IT (Indirect Trust) calculation, ma-
licious node isolation, trust-update factor computation, and DT (Direct
Trust) updating. In IT calculation, the CH in each cluster calculates the av-
erage trust, the weight, and the IT of each Cluster Member i (CMi) based
on the transmitted DT values of all other CMs. Next, CH classifies a CM
as malicious and isolates if its trust falls below the MAT (minimum ac-
ceptable trust). The trust value can be implicitly and adaptively recovered
by recalculating the trust-update factor values of the CMs at each round
which reflects the realistic behavior of the node. Finally in DT updating,
each node updates its TV (Trust Vector) by multiplying its old DT val-
ues by the corresponding trust-update factor values. The performance of
the developed scheme is assessed over MATLAB simulations considering
the DR (Detection Ratio) and MDR for different probabilities P, of de-
tecting malicious nodes. The WT-MND scheme outperformed the other
schemes by achieving a higher DR and a much lower MDR over the range

66



Chapter 3. Intrusion Detection In Wireless Sensor Networks

of Pms and compared to LEACH protocol, the results confirmed that the
proposed scheme adds no significant power consumption penalty.
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Figure 3.14 — Functional block diagram of the WI-MND scheme
(Zawaideh & Salamah 2019)

In this research work (Anand & Vasuki 2021) a trust-based DoS attack
detection model is proposed to detect selective forwarding and flooding
attacks in wireless sensor networks. The proposed detection model con-
sists of three steps: Extraction of network parameters, Monitoring of node
behavior and Estimation of reputation and availability factors. In the first
step, The following network parameter are extracted: throughput, data
rate, packet forwarding rate, energy utilization, and hop count and used
to analyze the node status. Direct monitoring and neighborhood monitor-
ing is performed in the second step to estimate the trust factors which
helps to detect DOS attacks in the network. The last step considers repu-
tation and availability factors as evaluation parameters to define the node
status. Computation of reputation factor includes three steps, namely es-
timation of trust and instinctive reputation, estimation of trust parameter
and malicious grading factor, integration of trust parameter and grading
factor. The trust and reputation factors are assessed using a threshold pa-
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rameter. The performance of proposed trust-based DoS attack detection in
WSN is verified through NS-2.33 simulator in terms of throughput, energy
consumption, packet delay, and accuracy. The authors concluded that the
proposed model perform better than conventional detection techniques in
all aspects.
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Figure 3.15 — (Anand & Vasuki 2021)’s Trust based DoS attack detection model

Game Theory

The authors in (Han ef al. 2019) proposed an intelligent intrusion detec-
tion model based on game theory and an autoregressive model to mini-
mize energy consumption. This model has been developed and improved
to a non-cooperative, complete-information, static game model. The main
role of the proposed game theory model is to simulate the attack-defense
process, to identify the equilibrium solution between the energy consump-
tion and detection efficiency (attacker and IDS) to reach energy saving in
the network, and to predict the next targeted cluster and the attack time.
The simulation results showed the efficiency of game model in predicting
the attack time and the next targeted cluster with energy consumption
reduction.
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Figure 3.16 — (Han et al. 2019)’s intrusion detection model based on game theory.

Statistical model

(Gavel et al. 2021) presented a statistical based approach utilizing density
estimation for detection the long term anomaly based intrusion in hierar-
chical WSNs. The proposed approach analyses the intrusion by calculat-
ing the PDFs (Probability Density Function) for every two successive pe-
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riods of time. The difference values generate time series values which are
to be further analyzed using the approximation of Pearson’s divergence
(PE) i.e. Log Dum Inequality (LSI-D) and Naive Method (NM-D). In ad-
dition, the authors proposed a centralized computing approach using an
entropy-based method Renyi’s Entropy (R-D). To evaluate the proposed
scheme, both the distributed as well as centralized computing methods
are derived and compared to judge the performance using the real-world
dataset from different laboratories i.e. RSS dataset from the University of
Michigan 2, AWID wireless networks dataset 3, NSL-KDD dataset 4, and
Anomaly based Dataset 5. The experiment results showed that the perfor-
mance of LSI-D is much promising than that of the NM-D and R-D, and
existing algorithms with low FPR values.
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Figure 3.17 — Workflow of density estimation based IDS (Gavel et al. 2021)

A Statistical based IDS against Jamming Attacks in Wireless Sensor
Networks is proposed in (Osanaiye ef al. 2018). To detect the different
forms of jamming attacks, the proposed approach used packet IAT (Packet
inter-arrival time) as the sole metric to distinguish between normal traffic
pattern and jamming attack which is well suited to resource constrained
sensor nodes and it can be easily measured without introducing com-
plexity and additional overhead to the system. The presented jamming
detection technique consists of two phases: training phase and test phase.
The first phase involves the capture of normal IAT from legitimate mem-
ber nodes to the cluster head and also from the cluster heads to the base
station to initialize parameters and create the normal profile. The second
phase detects a pattern change during a jamming attack using the EWMA
algorithm (Exponentially Weighted Moving Average). An alarm is trig-
gered if an attack is detected and the malicious node is removed from the
network. EWMA is a statistical monitoring process technique that aver-
ages data and continually increases the weight of more recent values of

2https://crawdad.org/umich/ rss/20110810/sensor
3https:/ /icsdweb.aegean.gr/awid /download-dataset
4https:/ /github.com /jmnwong/NSL-KDD-Dataset
Shttps:/ /home.uncg.edu/cmp/downloads/Iwsndr.html
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the average variable. To assess the proposed work, Trace-driven simula-
tor and CRAWDAD ¢ dataset are used. Results obtained showed that the
proposed solution can efficiently and accurately detect jamming attacks in
WSNss with little or no overhead.
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Figure 3.18 — EWMA DoS jamming detection framework in WSN
(Osanaiye et al. 2018).

(Ioannou & Vassiliou 2018) presented mIDS, an anomaly detection sys-
tem based on Binary Logistic Regression (BLR) to detect Selective Forward
and Blackhole routing attacks in constrained WSNs. BLR is a statistical
analysis tool that defines the nature of sensor activity using both mali-
cious and benign activity. mIDS is constituted in two phases: the training
and the evaluation phase. The training phase generates a regression model
based on the most significant independent variables identifying the mali-
cious activity extracted from the routing network layer of each constrained
node. The evaluation phase implements and installs the generated model
at each constrained node to be tested in real-time. The proposed mIDS is
evaluated using the COOJA simulator, that runs real sensor code, achiev-
ing accuracy levels within the range 96% - 100%.

Misuse based IDS

(Mohapatra et al. 2020) proposed a Man In The Middle-Intrusion Detec-
tion System (MITM-IDS) to detect and isolate attack, and reconfigure the
attacked nodes. In the proposed MITM-IDS, the attacker is getting moni-
tored based on signature-ID templates. The Deep Learning (DL) approach
is used to generate a refined signatures-based classification rules to detect
the abnormal activities. The DL based MITM-IDS analyzes the network
by applying intelligent refined signature rules. The MITM-IDS model use
a Centralized Database Vetwork (CDN) which contains the entire IDS for
constrained WSN setup. The proposed model is validated by considering
two factors: throughput and packet loss.The simulation results showed
the performance of MITM-IDS in comparison to the non-security environ-
ment.

®http:/ /crawdad.org/uportorwthaachen /vanetiamming2012
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Figure 3.19 — Architecture of MITM-IDS (Mohapatra et al. 2020)

A fuzzy rule-based system to avert intrusion is proposed in
(Singh et al. 2020b). The proposed system works in three phases: feature
selection, membership value computation and fuzzified rule applicator to
avert malicious nodes. The objective of feature selection is to pick the most
significant features for classification procedure from the actual larger set.
Membership function represents the value of truth indicated by value o-1
(degree of membership) and the proposed FzMAI (Fuzzifed Methodology
to Avert Intrusion) uses six membership functions as input. Fuzzy rule
applicator apply fuzzy rules on the model to get the categorization of
nodes as Red: malicious nodes (do not allow malicious nodes to enter the
network), Orange: suspicious nodes (marks the node) and Green: normal
nodes (it is safe to enter the network). The proposed system is analyzed on
the WSNDS dataset (Almomani et al. 2016). The authors concluded that
FzMALI outperforms all the other considered fuzzy rule-based systems
and the system solve the problem of intrusion prevention with low cost
intrusion detection.
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Figure 3.20 — (Singh et al. 2020b)’s The FzMAI model

(Lu et al. 2018) proposed an intrusion detection system based on evolv-
ing class association rules as a security solution for smart human care
services. To improve the quality and the diversity of the rules, a new class
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association rule selection method is proposed based on Jaccard distance
during Genetic Network Programming (GNP) evolution. The benchmark
data set NSL-KDD was used to verify the validity of the proposed method.

Figure 3.21 — Class association rule mining based on GNP in (Lu et al. 2018)

(Kalnoor & Agarkhed 2018) presented the KMP pattern matching
based IDS for intruder detection. The KMP pattern matching algorithm
is used for string matching and the KMP matcher has with string ‘S’, pat-
tern ‘p” and prefix ][] considered as inputs. In pattern matching process,
pattern algorithm is used to match from low level appearance probabil-
ity to high level appearance probability of letters in the string pattern.
The intruder is detected when KMP pattern matching algorithm doesn’t
match the correct characters. Otherwise it gives an alert message to the
administrator. The proposed system considers three attacks: SYN flood at-
tack, smurf Attack and land attack. The parameters considered are Packet
Delivery Ratio (PDR) and throughput.
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Figure 3.22 — Flow Chart for (Kalnoor & Agarkhed 2018)’s Intrusion Detection System

3.4.3 Specification based IDS

A secured AODV protocol against Black-Hole attacks on WSNs is pre-
sented in (Fute et al. 2020) called Observed AODV (OAODV). OAODV is
an intrusion detection system consisting of observer nodes whose role
is to monitor, analyze data traffic and generate reports on the errors en-
countered and it is able to anticipate intruder detection during the route
discovery phase. The architecture of the proposed IDS comprises two com-
ponents: Observer agents and Cluster head. The firsts are responsible for
monitoring data flows in their neighborhoods and analysis in order to
identify inconsistencies and to detect suspicious behavior of their neigh-
bors. the seconds, coordinate between the observer agents. An observer
agent consists of three modules: The first is a probe which captures the
packets passing in the neighborhood. The second module is the packet
analyzer, it extracts and checks whether packet stamps collected by the
probe module comply with the protocol specifications contained in its ta-
ble of rules or while they are routed correctly. The third module is the
report generator responsible for announcing the presence of an intruder
in the network and to order its insulation. To evaluate the effectiveness of
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the proposed IDS, NS2.35 simulator was used and the following metrics
was considered: The packet delivery ratio (PDR), Throughput and End-to-
end delay.
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Figure 3.23 — Intrusion detection based OAODV (Fute et al. 2020)

(Sadeghizadeh & Marouzi 2018) proposed a specification based
lightweight Intrusion Detection System to protect WSNs against the
most important of routing protocol attacks. The specifications of the at-
tacks are extracted based on the analysis of the behavior of each type of
attack and their operation. The main specification rules are based on the
two metrics: Interval between Received Packets (IRP) and Received Signal
Strength Indicator (RSSI). The proposed method is organized at two levels
of the common nodes (first level) and cluster-head nodes (second level).
At the first level, the different specification rules are tested by every node
for detecting routing attacks and in case of abnormal activity, the cluster-
head is informed for more analysis. At the second level, if the received
alarms exceed the defined threshold, the cluster-heads identifies them as
attacks, updates thus the list of malicious nodes and sends this list to all
member nodes. The threshold Alarm is determined at the beginning of
the network based on the degree of neighborhood. In simulations, both
static and dynamic clustering is used and the authors concludes that
the proposed system is an effective and lightweight IDS in which the
performance of the network can be kept in the optimum level.
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Figure 3.24 — (Sadeghizadeh & Marouzi 2018)’s Specification based lightweight IDS

(Bayou et al. 2017) presented wIDS a multilayer specification-based In-
trusion Detection System for securing Wireless Industrial Sensor Net-
works (WISN). wIDS has a two-level detection architecture composed
of central-IDS agent and several IDS-agents. The central IDS-agent is
implemented in the sink of the WISN. It is responsible for monitor-
ing communications, routing tables and transmission scheduling consis-
tency, and global coordination between IDS-agents. Whereas, IDS-agents
are implemented in selected sensor nodes to control local communica-
tions and all exchanged packets in their neighborhood to check the com-
pliance of each action performed by a sensor node towards the formal
model of the expected normal behavior. A wirelessOrBAC extension of Or-
BAC (Kalam et al. 2003) is developed and used to efficiently model WSN-
specifications. This extension defines rules of the normal behavior of the
expected node to express authorized actions at each protocol layer. In
addition, for alerts that are raised by actions deviating from the normal
model, the authors defined additional intrusion rules that aim to detect
basic attacker actions, such as injecting, deleting, modifying and delaying
packets. To evaluate wIDS performances, WirelessHART NetSIM is used
and simulation results reported 100% correct identification of attacks.
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Figure 3.25 — wIDS a multilayer specification-based IDS (Bayou et al. 2017)

3.4.4 Hybrid based IDS

A tissue growing procedures based on human immune Biology is pre-
sented in (Umarani & Kannan 2021) for hybrid anomaly/misuse detection
in WSNs. In the anomaly procedure and for prediction of anomaly pres-
ence, a communication network model composed of multiple number of
cells and designed with the help of Artificial Immune Systems (AIS) is
performed based on effective node aggregation. In the misuse detection,
the identification procedure detects the intruder cells (multiple attacks) in
the network. The simulation results showed that when both anomaly and
misuse detection techniques are combined together, it provides a effective
Intrusion detection system.
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Figure 3.26 — Synthesis of anomaly and misuse detection procedure in
(Umarani & Kannan 2021)

(Boni et al. 2020) introduced a new hybrid-based intrusion detection
system (IDS) capable of ensuring a perfect security scheme for WSNs in-
side a smart environment. The proposed IDS is an electronic device, a
sensor with high energy resource and memory storage, assuring the com-
putational tasks of all sensors and filtering all incoming and outgoing
communication in the network and this is done based on the watchdog
approach. The IDS architecture is centered on three (3) functional mod-
ules: an energy module, a detection module, and a communication mod-
ule. The IDS also introduces the concept of the feedback signal and “trust
table” used to launch the detection and isolation procedure in case of at-
tacks. The “trust table” is created during the deployment of the network to
maintain a certain trust level in the environment and the feedback signal
is an alert that is sent to the sensors with specific instruction. To ensure the
entire network security, the authors suggested the deployment of several
of the proposed IDSs (scaler distribution) working jointly and adopting
cryptographic encryption techniques for communications.
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An hybrid approach of watchdog and RTT (Round Trip Time)
through Energy Efficient Ad hoc on demand Multipath Distance Vec-
tor (EE-AOMDYV) protocol against Wormhole attack is presented in
(Gnanapriya & Ramya 2020). EEF-AOMDV protocol permits making mul-
tipath between source to destination and for Energy Efficiency, it checks
the Energy/Distance proportion of every way accessible in the system,
and it selects the optimal path between source and destination. To recog-
nize Wormbhole attack, a half and half methodology is used that is a mix
of guard dog and RTT. Through this methodology, Wormhole assailants is
precisely and productively distinguished and avoided for further transac-
tion. Furthermore, to accomplish the security guaranteeing a lightweight
cryptography calculation is used through MDs5 to protect data from other
forms of attack.
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Figure 3.28 — Working flow of (Gnanapriya & Ramya 2020)’s system

The following table 3.1 recapitulates the presented Works according to
several parameters.
N S: Not Specified
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DATASET FOR INTRUSION DETECTION SYSTEMS

All the works presented in the section above have in common that
they require representative network-based datasets. The benchmark
datasets are a good basis to train, evaluate and compare the quality
of different network intrusion detection systems developed for a given
network. The lack of representative publicly available datasets consti-
tutes one of the biggest challenges for anomaly based intrusion detection
(Ring et al. 2019). The scientist community is working on this problem
as several intrusion detection datasets have been published over the last
years (Moustafa & Slay 2015) (Ring ef al. 2017) (Sharafaldin et al. 2018)
(Sharma et al. 2018). However, there is no overall index of existing datasets
and it is hard to keep track of the latest developments.

The paper (Ring et al. 2019) provides a literature survey of existing
network based intrusion detection datasets. The work focuses on attack
scenarios within datasets and highlights relations between the datasets.
Furthermore, the authors have established a collection of dataset prop-
erties as a basis for comparing available datasets and for identifying
suitable datasets, given specific evaluation scenarios. A website 7 was
created which references to all mentioned datasets and data repositories
with update.

Despite all these datasets, there are unfortunately no datasets dedi-
cated to intrusion detection in WSN. According to literature search, the
most notable observation was that most of researches implement their
own attack scenarios to generate the necessary datasets for machine learn-
ing algorithms, and evaluate the performances of the proposed solutions
either on simulation tools as NS2, NS3, Omnet++ or on real sensors.
So, we conclude that there is no common WSN dataset or benchmark
datasets generated from attacks implementations on simulated or real-
world WSNs for studying normal and abnormal behaviors, detecting the
possible attacks and comparing the performances of different proposed
IDSs in literature. However, the first intrusion detection dataset was pre-
sented in (Garofalo ef al. 2013) where a collection of WSN routing data
under sinkhole attack was given and made available.

In this first contribution four(o4) hours of simulated data through
NS3 are collected for 20 nodes and one of these nodes is supposed
compromised. The attacked routing protocol is AODV. To validate
the collected dataset in detection of sinkhole attack a decision tree
(DT) technique based central agent was performed. The generated
dataset is given in PCAP format files and is available online on the
research group website®. A second contribution was presented by
(Almomani et al. 2016). Four types of DOS attacks in LEACH proto-
col was implemented in the constructed dataset: blackhole, grayhole,
flooding, and scheduling attacks. The dataset was collected from NS2
and then processed to produce 23 features. The collected dataset is

7https:/ /www.informatik.uni-wuerzburg.de/datascience/datasets /nids-ds /

8http:/ /fitnesslab.altervista.org /index.php/it/ ?option=comcontent&view=article&id=71
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called WSN-DS. Neural network (ANN) was applied to test the con-
structed dataset and measure its accuracy in detecting and classifying four
types of DOS attacks. The well-known KDD intrusion detection dataset
(KDDCup’99)?, developed by MIT Lincolnlab in 1998, is considered in
many researches for anomaly, signature and hybrid based IDS in WSN
(Zhang et al. 2020)(Zhang et al. 2021)(Li et al. 2018)(Borkar et al. 2019).

However,this benchmark dataset is constructed for local area network
and not for wireless networks or WSN in particular. Because of the ab-
sence of a real sample of the dataset for intrusion detection in WSNs, the
KDDCup’g9 dataset is used as the sample to evaluate the performance of
IDSs in these networks.

The present work focuses on Sinkhole attack detection in AODV pro-
tocol. So the (Garofalo et al. 2013) dataset is used to evaluate and compare
the efficiency of our IDSs to their proposed Decision Tree IDS. The choice
of dataset is based on the fact that we work on the same considerations. Ef-
fectively, we test intrusion detection capabilities of a IDS against the same
cyber attack (Sinkhole Attack), on the same routing protocol and using the
same simulation tool NSs3.

PERFORMANCE METRICS FOR DS 1N WSN

There are evaluation metrics for intrusion detection systems for con-
ventional wired and wireless networks. However, the first attempt that
has extended the “conventional” metrics to ones used for evaluation of
highly distributed IDSs in WSNs is presented in (Stetsko & Matyas 2009).
(Singh 2017) describe a set of 34 metrics that are relevant to IDS for WSN
and can be used for its evaluation, unfortunately without defined formula.
(Godala & Vaddella 2020) present three (03) performance metrics used to
assess the IDS algorithm for WSNs. The main interest of performance
metrics is to help designers in designing efficient intrusion detection
systems for WSN and to help administrators to choose the best IDS from
a set of systems or to optimize a configuration of the IDS according to
network topology, sensor nodes capabilities and expected types of attack.

Performance of intrusion detection algorithm can be analyzed by
using several measures. (Stetsko & Matyas 2009) divided the measures
or metrics into two groups. The first group defines metrics for detection
techniques without a response mechanism called metrics of detection.
The proposed metrics are Number of False Negatives, Number of False
Positives, Memory Usage, Software Complexity, Communication Com-
plexity and Energy Usage. Whereas the second group defines metrics for
detection techniques together with a response mechanism called metrics
of attack impact. Based on Table 3.2 which summarize the impacts of some
attacks in WSN, metrics of attack impact are measured during a period
of time of duration and are defined as follows: Number of Lost Pack-
ets, Number of Modified Packets, Energy Usage, Average Length of The

http:/ /kdd.ics.uci.edu/databases/kddcupgg/kddcupgg.html

85



Chapter 3. Intrusion Detection In Wireless Sensor Networks

Packet Packet Packet Network

Attack / Impact dropping delay modification lifetime
Selective forwarding X X X
Packet alternation X X X X
Jamming X X X
Sinkhole X X

Shortest Paths, Number of Isolated Nodes and Number of Affected Flows.

In the other hand, (Khraisat et al. 2020) represent confusion matrix as
evaluation metric and (Godala & Vaddella 2020) add two (02) more mea-
sures: Receiver operating curves and Precision-Recall curve. The following

Table 3.2 — Impact of different attacks (Stetsko & Matyas 2009)

section details these metrics.

Confusion matrix

Confusion matrix is a very useful measure to calculate the performance
of an IDS. Since intrusion detection in WSN is considered as binary clas-
sification problem, the IDS is commonly represented using 2x2 confusion
matrix where intrusion is treated as Positive and normal flow is treated

as negative as shown in table 3.3.

Predicted Class

Normal Intrusion

Actual
Class

Normal | True Negative (TN) | False Positive (FP)

Intrusion | False Negative (FN) | True Positive (TP)

Usually, Effectiveness of the IDS is assessed based on the following

Table 3.3 — Confusion matrix for IDS evaluation.

Confusion matrix measurement:

1. True Positive Rate (TPR): Represents the ratio between the number

of correctly predicted attacks and the overall number attacks. If all
intrusions are detected then the TPR is 1 which is extremely rare for
an IDS. TPR is also called Detection Rate (DR), Sensitivity or Recall,
and can be expressed mathematically as (Equation 3.1):

TP
PR = N G-1)

. True Negative Rate (TNR): Also called as specificity and selectivity.

TNR defines the percentage of actual normal cases identified cor-
rectly and is represented in Equation 3.2.

TN

TNR = 57Fp

(3-2)
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. False Positive Rate (FPR): It represents the percentage of normal
flows that are detected as intrusion (false alarm). FPR is defined as
(Equation 3.3):

FP

FPR= 77N (3.3)

. False Negative Rate (FNR): It represents the percentage of actual
intrusions predicted as normal flows. FNR shows that the intrusion
detection system could not identify the intrusions and is calculated
as (Equation 3.4):

FN

ENR = FN TP (3-4)

. Detection accuracy (DA) or Classification Rate (CR): it defines the
accuracy of IDS in detecting normal and intrusion flows correctly
and is calculated using Equation 3.5

TP+ TN

DA = b TN T EP T EN (3.5)

. Precision (P): It is the percentage of True Positives (TP) instances
divided by sum of the positive predictions (TP) and (FP) instances.
Equation 3.6 represents the formula for calculating P.

TP
P=7p1rp (5:6)
. F1-score or F-measure (FM): It is the harmonic mean of Precision
and Recall i.e. represented in Equation 3.7. FM is favored to check
effectiveness of IDS when model uses unbalanced input dataset more
than to the accuracy or when only one accuracy metric is needed as
an evaluation measurement.

FM — 2 x Precision x Recall

Precision x Recall (3.7)
Other metrics can be found based confusion matrix as Geometric
mean and Geometric Mean Accuracy Index (GMAI). An efficient IDS
is qualified by high Detection accuracy, TPR, TNR, FM and low false
alarm rate and FNR.
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3.6.2 Receiver Operating Curves (ROC)

To draw a ROC curve, only the true positive rate (TPR) and false positive
rate (FPR) are needed as x and y axes, respectively. The ROC graph de-
picts relative trade-offs between true positive (benefits) and false positive
(costs). All points in the ROC space define the detection accuracy of the
IDS model.

In figure 3.29, the random guess line or diagonal represents the mini-
mum prediction line. Points above the diagonal represent good detection
results (better than random); points below the line represent bad results
(worse than random). The (o0,1) point is called a perfect classification or
100% accuracy. The Figure 7, shows that the model in the blue line gives
high-quality detection results than the green line.
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Figure 3.29 — ROC curve example

3.6.3 Precision-Recall Curve (PR curve)

Precision-Recall is a useful measure of success of detection when IDS uses
very imbalanced dataset. The precision-recall curve shows the trade-off
between precision (Y-axis) and recall (X-axis) for different threshold. A
high area under the curve shows that the IDS algorithm gives good results,
where high precision relates to a low false positive rate, and high recall
relates to a low false negative rate. Figure 3.30 shows a simple PR curve
where Algorithm 1 gives the best results compared to the Algorithm 2.

03 -+ Higoiitm 1

ad = gt

% @1 12 0% 04 05 08 07 08 09 4
Recall

Figure 3.30 — PR curve example
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3.7 SOME OPEN RESEARCH IN IDS

After introducing the basic concepts related to intrusion detection system,
we have presented an overview of the various existing IDS in WSN and
compared between the different approaches. On the basis of theses out-
comes and findings, we identify the following potential research directions
for IDS to become more efficient and more appropriate to WSN constraints
(Kaur & Rattan 2021) (Godala & Vaddella 2020) (Ghosal & Halder 2017):

1. Resource Consumption

The traditional IDSs solutions are not suitable to WSNs due to their
high degree of resource consumption (Storage, Processing and En-
ergy). In fact, Mismanagement of resources in WSN can hinder the
proper functioning of the network and considerably decrease its life-
time. An efficient resource consumption IDS can be achieved in dif-
ferent ways.

Most of proposed IDS solutions for WSN are based on Classification
techniques which need time to build a classification model by train-
ing and testing data and also require a sufficient memory space to
deploy model in sensor nodes. Hence, Developing a compact classi-
fication model help to reduce memory space of deployed model.

The implementation cost of IDS can be saved according to the effects
of attacks on energy consumption. Indeed, different attack scenarios
in WSN can have different effects on energy consumption. Conse-
quently, the level of intrusion detection to develop will be based on
the attack which network is exposed to, which provide an optimal
solution .

Also, Energy efficient IDS can be achieved while deploying the nodes
in the network as reconfiguring the nodes later on when the network
is running can result in overheads.

2. Detection Mechanism

The choice of the detection mechanism of the attacks influences the
final performances of the monitoring system particularly and the se-
curity system globally. Most of the IDS for WSN are rule based, their
performance is highly dependent on the decision rules designed by
the researchers. These rule based systems have the capability to re-
duce false-positive alarm rate but not adaptive for novel attacks and
dynamic changing environment that needs regular updating and
time.

For use of classification approaches, the main drawback is the use of
dataset. Those data set were having a number of features to train the
systems. This makes network system more complex utilizes excess
sensor’s resources.

3. Cross-Layer IDS

The maximum number of proposed IDSs are against a specific type
of attack, or a set of attacks focused about specific layer of the WSN,
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considered as single layer IDSs. So, it is essential to develop Cross-
Layer IDS that can detect the different attacks which may occur in
different layers of WSN. Using a cross layer IDS, it could not only
pass information between layers but also coordinate mechanisms to
prevent threats at all layers. Energy saving Cross-Layer IDS is an-
other vital area of future work in WSNs.

4. Intrusion Dataset

From the literature, there is no benchmark dataset specifically for
intrusion detection in WSN. So, there is a requirement to develop
labeled dataset for WSN to perform training and testing of classifi-
cation model about the attacks.

CONCLUSION

Because of the resource constraints of the nodes in such networks, IDS
implementations in sensor networks is presently in a premature stage
and have not achieved complete automation till date. However, as new
technologies emerge, such as mobile sensor nodes, fuzzy logic, neural
network, data mining techniques, Machine learning, etc., the use of IDS
technology in sensor networks will become more efficient.

Various proposed IDS in WSN are presented according to their de-
tection methodology. Finally, on the basis of all these observations and
findings, various challenges in IDS for WSN are summarized.

To overcome these challenges in future, more work is need to be done
on those IDS that should be lightweight for resource constraint WSNs and
should utilize least amount of energy. Also it should be cross-layer IDS
that can detect both known and unknown attacks to provide maximum
detection accuracy.
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4.1

Chapter 4. Review of Related Works

inkhole attack is an active attack, launched in a Wireless Sensor Net-
work by compromising a legitimate node or by introducing a mali-
cious node in order to gain the traffic routed towards it before reaching the
base station, by making a false advertisement in the routing information
of its nearest distance to reach the base station. Due to this fake informa-
tion the data packets under transmission are routed towards the malicious
node through which the attacker can gain the access to the information,
tamper the information or may even destroy it. Thus, this attack causes a
severe threat to the normal functionality of the Wireless Sensor Network.
Because of the wider range of applicability of Wireless Sensor Networks in
our day-to-day life and in future, the detection and mitigation of Sinkhole
attack plays a vital role. Researchers had presented several ways to detect
and identify Sinkhole attacks. This chapter reviews and surveys related
work on Sinkhole attack detection and also highlights open challenges in
dealing with such attacks.

APPROACHES FOR SINKHOLE ATTACK DETECTION

Several researchers proposed different approaches for the detection of
Sinkhole nodes. Some works count the number of hops from the node
to the BS, while others use predefined rule sets. Still, other approaches
are based on mobile agents, and some works define a trustworthiness
threshold and use it to check each node in the network and so on. In this
section, we discuss related works designed to defend against Sinkhole
attacks. We classify these works with respect to their approaches. Here,
we categorized the major approaches and techniques into: Trust based,
Mobile agent based, Probability based, Rule based, Hop count based, Ge-
ographical based, Cryptographic based, Cross Layer based, Network fea-
tures based, Machine Learning based and finally bio-Inspired based ap-
proaches as illustrates in figure 4.1. The brief presentation of the last work
in each approach is given in the following subsections and the Table 4.1
provides a comparison of the presented approaches.
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Figure 4.1 — Existing approaches in Sinkhole attack detection

4.1.1 Trust based Approach

The authors in (Ghugar & Sahoo 2019) proposed a protocol layer trust-
based intrusion detection system (LB-IDS) to detect the attackers at dif-
ferent layers in clustered WSNs. The trust value of a sensor node (SN) is
calculated using the deviation of trust metrics at each layer with respect to
the attacks. The trust metrics at the physical layer are energy consumption
of an SN and the number of messages received from the SN. The trust
metrics at the MAC layer are back-off time and the number of successful
transmission. The trust metrics at the network layer is the number of hops
advertised. For detection, SN calculates its overall trust value by com-
bining the trust values of each layer and sends it to CH (Cluster-Head).
Later, the CH compares the received value to a threshold value to decide
whether the SN is genuine or malicious. The trust value is recalculated at
regular intervals. The authors concluded that the LB-IDS performs better
than other scheme in terms of detection accuracy, false-positive rate, and
false-negative rate.
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Figure 4.2 — LB-IDS for clustered WSN (Ghugar & Sahoo 2019)

(Wazid et al. 2016) proposed Sinkhole detection mechanism for the hi-
erarchical wireless sensor networks. The proposed approach can detect
three types of Sinkhole attack: Sinkhole message modification nodes, Sink-
hole message dropping nodes and Sinkhole message delay. The network
model is divided into several disjoint clusters. The cluster head are de-
signed as a powerful high-end nodes and are responsible for monitoring
the cluster and for the detection of different Sinkhole attack based on node
identification, hop count, coefficient of the suspected node and remaining
energy at the nodes. The proposed methodology detects various types of
Sinkhole attacks parallel. The simulation results showed that the proposed
technique achieves high detection rate and low false positive rate which
are significantly better than other related schemes.

raise alarm
—
Netwark behavier Anomaly detector Anomaly detector Angmaly alarm
analyzer 4 phase 1 i phase 2 system

Figure 4.3 — High-level description of proposed scheme in (Wazid et al.2016)

Mobile agent based Approach

(Jatti & Kishor-Sonti 2021) presented an effective mobile agent-based al-
gorithm for detection and prevention of Sinkhole attack in WSNs. Use of
mobile agents is being done for detecting an attacker node and to inform
the neighbour node about the trusted neighbours in their surroundings.
The proposed algorithm is divided into two parts: one describes network
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configuration and second describes the security of the network. In the first
step, The nodes once deployed in the network, the agents start agent cy-
cling with trusting procedure. In second step, as mobile agents are codes
in an executing program. It is decoded, such as an attack will not be able to
steal or change its data. With the use of unique hash function algorithm,
the agents and nodes verify and describe the valid agents and nodes in
the network and then the attacker is detected. Based on simulation results
throughput, packet delivery ratio and received data packets are increased
in proposed agent-based algorithm.

! Dowde : Fleguests for | Agemil .

— | oodc 1 : i

: Cogdes 1 T Dzliversd i

: | Coade 1 :

Smp 1 — : Huthmoats cocie i 1T :
: : AzcncHashFunc) :

i Reyuesls B i i

— : — code 2 : I'I' :

i Couds 2 ] i '| Eroduced i

i - ; Cole 2 i

step 2 — : 1 Subwaits cods 2 : L = | :
i i !

i | ModeHashFunz| | i :

— i FRequests for : i

! l !' code 3 i |

Step ¥ : Produced ! Code = :

\ Cude 3 : :

e e T L T ———— '

Figure 4.4 — Detection Algorithm of (Jatti & Kishor-Sonti 2021)

To detect a Sinkhole attack, a signature-based IDS model is designed in
(Kalnoor et al. 2017). The proposed model uses a mobile sink throughout
a Clustered Wireless Sensor Network (CWSN). In CWSN, an IDS agent is
considered to be the node at top level. In each cluster, an agent is elected
in IDS such that the attack can be detected with high accuracy. Detection
task becomes active only whenever important or abnormal event occurs
in the clustered network for energy saving. The proposed technique per-
forms two phases. In the Node Initialization Phase: the detection rate is
calculated in two different levels: at sink level and at the agent level. After,
the maximum detection rate is calculated by the sink and then coordinates
with the new position of the sink advertised to all the IDS agents. In the
Detection Phase, the detection of intruder takes place once the advertised
message is received to the node outside the area of sink movement. In this
case, each agent receives an advertisement from the sink with a particular
time period. If an advertisement is received outside this time period, a
false advertisement is considered and a detection alarm will be sent to the
IDS agent in CWSN. The results showed that the detection rate increased
by improving the performance of the network.
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Figure 4.5 — Flowchart for agent-based routing protocol (Kalnoor et al.2017)

Probability based Approach

(Jahandoust & Ghassemi 2017) introduced an Adaptive Sinkhole Aware
algorithm (ASA) based on the subjective logic and probabilistic exten-
sion of timed automata. The aim of the proposed schema is to exploit
the probabilistic extension of routing algorithm AODV to route packets
over the most reliable nodes (that are not defected by Sinkhole attack).
The probabilistic AODV routing tables are updated following the behav-
iors of nodes through a set of distributed monitor nodes or received data
packets in the base station. The ASA algorithm was evaluated on differ-
ent random topologies with constant and dynamic parameters in case of
mobility. The authors concluded that the proposed approach can be used
against malicious Byzantine nodes that behave as normal nodes to escape
from detection algorithm.

Rule based Approach

A rules-based intrusion detection system for identifying Sinkhole attacks
on Mint-Route protocol is introduced in (Raju & Parwekar 2016). The pro-
posed algorithm uses the Received Signal Strength Indication (RSSI) and
Hop-Count metrics to detect the malicious nodes and it is based on Hop-
count value creation algorithm defined in (Abdullah et al. 2015). An alarm
is sent by a node to the base station when one of the rules is violated by
a route update packet of one of the nodes. The two rules are:”For every
incoming route update packet, check the hop-count value with the parent
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if its less than the parent, send alert message” and “For every incoming
route update packet, check the Nrssi values with parent. If the values are
better than the parent node values then generate an alert message”. Then,
the base station will perform the intersection of all received alert packets
within a specified time limit to find Sinkhole id which will be broadcasted
in the network.

Hop-Count based Approach

The most popular approach based Hop-Count is defined in
(Abdullah et al. 2015). This detection approach includes two main steps:
Neighbor Database Construction and Sinkhole Node Detection. In the
first phase, all nodes keep node ID and hop-Count values in a node
neighbor database. In the second phase, a node calculates the average
hop-count value without considering the lowest hop-count and compares
average and lowest. The malicious node is detected when this lowest
value is abnormally small comparing with average hop-count. The simu-
lation results showed that the proposed technique successfully detects the
Sinkhole with no intervention from the base station and it can be used to
detect wormbhole attack.

In (Zhang et al. 2019), the authors presented a secure and energy-
efficient Sinkhole attack detection scheme. In the proposed IDS the nodes
in the network are divided into areas according to their distance from
the sink node and their neighbors.A new measure method is introduced
which is the frequency of each node by establishing M routes with opti-
mal hops from per node to the Sink node. Using this measure the Sinkhole
nodes are then easily detected. Compared with the traditional algorithms,
simulation results showed that the proposed scheme can significantly pro-
mote the detection rate and also stay a high energy saving results in wire-
less sensor networks.
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Figure 4.6 — Flow chart of malicious node detection in (Zhang et al. 2019)

Hop Count Monitoring Scheme is presented in (Yasin et al. 2017) . The
proposed schema can detect the Sinkhole attack based upon hop count
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observing. Since the hop-count feature is obtained easily from routing ta-
bles, the ADS (Anomaly Detection Scheme) is easily implemented. The
obtained results showed that the proposed ADS can detect attacks with
96% accuracy and is applicable to all routing protocol that maintains dy-
namically a hop-count parameter.

Geographical information based Approach

(Han et al. 2015) proposed a novel Intrusion Detection Algorithm based
on neighbor information against Sinkhole Attack (IDASA). The proposed
algorithm performs in three phases: recognizing suspicious nodes, identi-
tying Sinkhole nodes and removing Sinkhole nodes. In the first phase, the
shorter and the longer routing path are considered to recognize suspicious
nodes. In the second phase, the number of interaction times and ACKs are
used to judge whether the suspicious nodes are Sinkhole nodes. The last
phase consists to remove Sinkhole nodes. IDASA was evaluated in terms
of malicious node detection accuracy, packet loss rate, energy consump-
tion and network throughput in MATLAB. Simulation results showed that
the performance of IDASA is better than the novel Agent-Based Approach
to Detect Sinkhole attacks (ABAD).

(Nadeem & Alghamdi 2019) introduced a Sinkhole attack detection al-
gorithm that utilizes the distance and energy related information from the
data aggregation technique to identify the Sinkhole attack in a Wireless
Body Area Sensors Networks (BAN). The simulation results showed that
Sinkhole attack could severely degrade the performance of the network
(up to 40%) in terms of low throughput, higher delay and packet break-
down. The proposed detection algorithm gave good performance in terms
of high success (85% on average) and low (6% on average) false alarm
rates.

Cryptogaphic based Approach

(Vidhya & Sasilatha 2017) designed an energy power consumption model
in AODV routing protocol based on pure MDs5 algorithm to detect Sink-
hole attacks. In their network model, the sensor nodes have as role to
monitor their region and collect the sensed data that will be routed to the
sink. The mobile agents collect information from nodes when a different
behaviour is observed, mobile agents are used for reducing the commu-
nication. The trust manager receives periodically the updated data from
mobile agents in order to verify nodes identity and alert all the nodes
in the network of serious threat. The proposed algorithm use MD5 algo-
rithm to generate the public and the private keys for each node in five
steps using a cryptographic 128-bit hash function. Each node is assigned
with a signature and if any attacker node uses the same signature, it will
be detected as Sinkhole. The simulation results showed the achievement
of throughput for proposed approach.
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Figure 4.7 — Intrusion detection mechanism for Sinkhole attack using MD5 algorithm
(Vidhya & Sasilatha 2017)

In (Terence & Purushothaman 2019), the authors developed an IDS
based warning message counter method (WMC) to detect blackhole at-
tack, grayhole attack and Sinkhole attack in wireless sensor networks. The
authors modeled the network with sensor node and monitor node. Sensor
nodes sense the data and forward to the destination node. Monitor node
monitors the sensor nodes in their area and identifies the compromised
node by maintaining the monitor table. The monitor table updates the
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warning count field when no acknowledgement is received from destina-
tion node after sending the data packet through the path selected by the
source node. The monitor node periodically compares the threshold value
with the warning count to detect malicious nodes. After malicious node
detection, a light weighted symmetric key cryptography is used to find
data modification by the Sinkhole node. In this cryptographic mechanism,
each node verifies the received data packet integrity through message au-
thentication code. If verification fails, the data packet will be dropped.
Simulation results showed that, WMC detects Sinkhole attack, blackhole
attack and grayhole attack with less false positive 8% and less false nega-
tive 6%.
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Figure 4.8 — warning message counter method in (Terence & Purushothaman2019)

The paper (Babaeer & Al-Ahmadi 2020) presented a lightweight, se-
cure Sinkhole detection and transmission model that uses homomorphic
encryption and watermarking techniques. The proposed approach uses
two main schemes that rely on communication forms present in the TEEN
protocol. These forms are generated and distributed by the BS, and they
change every time the cluster formation changes. To ensure data authenti-
cation, watermarks are applied to each data packet. These watermarks are
produced by the message authentication function and a pseudo-random
number generator. Whereas, The homomorphic encryption is used to pro-
vide fast and efficient and consumes less energy while identifying sensor
nodes for the purpose of Sinkhole detection and prevention. The proposed
approach has been 100% successful in securing the network, and showed
better results compared with previous works in the following metrics: de-
lay, packet delivery ratio, throughput, and average energy consumption.
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Figure 4.9 — Watermarking scheme at sensor node (Babaeer & Al-Ahmadi2020)

4.1.8 Cross Layer based Approach

(Gandhimathi & Murugaboopathi 2016) presented an efficient cross layer
technique based mobile agent which detects and prevents multiple at-
tacks, like Sinkhole, wormhole and sybil attack in WSN in two phases.
In first phase, attacks are detected by correlating the cross layer features,
such as MAC and Network layers. During the second phase, the mobile
agent based technique is applied to prevent the attack. The mobile agent
is used to aware its neighbours through three-step successful negotiation
in order to ignore the traffic generated by the malicious node. Hence it
reduces the false positive rate and improving the energy efficiency than
the existing approach. In this work, the flat network is used.

In the other hand, (Arya & Binu 2017) used the same technique de-
fined in (Gandhimathi & Murugaboopathi 2016) in hierarchical network
to detect and prevent Sinkhole attack only. The proposed approach is a
two based procedures. Procedure 1 is the Re Clustering method where
pdr (Packet delivery ratio) of the network is analyzed. The Sinkhole attack
is detected if a rapid drop in pdr is observed, then link quality will be
checked. If any path is accessed more times, then the route is discarded
from the routing table. By using geographical routing protocol, the at-
tacked cluster can be analyzed. After identification of the attacker, base
station alerts the nodes in the attacked cluster about the presence of the
attacker instead of the entire network and the attacker node is discarded.
Procedure 2 is the prevention using a mobile agent. Mobile agent is a
movable sensor node that collects the information from the attacked clus-
ter and transmits it to the base station directly if any attack is confirmed
in a cluster. By using a mobile agent the energy consumption of network,
communication overhead and false positive ratio are reduced.

The proposed work in (Ambika 2021) is an improvement of the cross-
layer design suggested in (Arya & Binu 2017). The doings of the network
and MAC layer were brought in together to enhance security in the net-
work. The proposed study uses signal strength and node identification to
track the malicious node in the network. The work suffixed a hash code to
enhance security in the WSN and aided in bringing forward secrecy. The
energy is reduced by 18.18%, and the security is increased by 22% with
the comparison to the previous work.
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(Ansar ef al. 2021) proposed a new Secured-RPL routing protocol to
detect and avoid Sinkhole attacks in the WSN, which is called Cross Lay-
ers Secured RPL (CLS-RPL). This routing protocol is enhanced of the ex-
isting RPL routing protocol. CLS-RPL is a cross-layer routing protocol that
uses information from the data link layer in its security mechanism. CLS-
RPL uses a new technique and concept in detecting a Sinkhole attack that
is based on eave-listening (overhearing) that allows a child node to eave-
listening its parent transmission. If the child node does not hear any trans-
mission from its parent node after sending several packets, this means its
parent node is a Sinkhole attacker. Otherwise, if the node hears transmis-
sion from its parent node, this means that its parent node is legitimate and
continues to send more packets. CLS-RPL implements a simple security
mechanism that provides a high packet delivery ratio with 52% improve-
ment when compared to RPL protocol.

Netwok features based Appoach

(Karthigadevi et al. 2019) Proposed a novel decentralized Sinkhole detec-
tion mechanism using Neighbor Density Estimation Technique (NDET)
to detect and prevent the Sinkhole attack. The neighbor density is es-
timated using the neighbor history or neighbor details obtained from
different neighbor of the node. The Sinkhole node is detected based on
the Traffic Introduction Factor (TIF) which represents the degree of node
participation in the transmission. TIF is compared to Transmission Range
(TR) threshold to identify the malicious node. Identified malicious node
information is distributed to the neighbor nodes, so that the malicious
node will be ignored at next transmissions. The simulation results showed
that the proposed method reduces the overhead of collecting routes, and
increases the network throughput.

—
Input
Packet

S

Sinkhole Ap[ :
detection Neighbor

Prevention [ NDET
based on .
NDET ¢

<—[ Sinkhole

Neighbor
node

Figure 4.10 — Sinkhole attack detection in (Karthigadevi et al. 2019)
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A novel Flow Based mitigation model to detect and mitigate Sinkhole
attacks with the support of time variant snapshots (FBSD) is presented
in (Devibala et al. 2017). The proposed FBSD method pass by four phases.
Traffic Log Generation which produces logs into the data set. Traffic transi-
tion pattern which compute the traversal path of the packet. Time-Variant
Snapshot which generates the topology snapshot of the network. Finally
Sinkhole Detection which detect the sink node using snapshot of the net-
work taken at different time frames. When a malicious node is identified
a control message is sent to all the nodes to avoid sink hole from packet
transmission. The proposed method highly reduces the overhead gener-
ated by flooding control messages in the network and increases the per-
formance of the network.

4.1.10 Machine leaning based Appoach

The most related work to our research is presented in (Garofalo et al. 2013).
A decentralized IDS architecture based Decision Tree technique is de-
signed to ensure a trade-off between different requirements: high detec-
tion rate and energy saving in AODV protocol. The IDS is composed by a
Central Agent (CA) and several Local Agents (LAs): each LA is deployed
on a WSN node and the CA is deployed on a server that acts as a base
station for the WSN. The chosen anomaly detection technique makes use
of threshold metrics on LA: specific events are counted over a given time
window. If the number of events exceeds a given threshold, an alarm is
raised and sent to the CA. The CA improves the detection capabilities of
the proposed architecture through the validation of security alerts raised
by LAs when an attack is detected. Detection activities on the CA are
based on Decision Trees. To evaluate the effectiveness of the proposed so-
lution a dataset including Sinkhole attack has been created and employed,
and it has been made available to facilitate future comparisons of alterna-
tive solutions. The results showed a high detection rate obtained through
decision tree classification and an energy saving obtained through light
detection techniques on the motes using NS-3 simulator.

4.1.11 Bio-inspired based approach

A swarm-based algorithm named artificial bee colony (ABC) is proposed
in (Nithiyanandam & Latha 2019). For detecting the Sinkhole attack in
WSN network the bees are authorized to pick-up one node that has high
probability to be a Sinkhole node. Once the node is chosen, the selected
node are compared with the nodelD which sends the route update packet,
and a binary search is continued until the Sinkhole node is identified.
In comparison procedure, the bee compare the received request with the
ruleset it possess and if there is a match between the obtained request
(NodeID and link quality) the route will be updated, in case of any
mismatch it results in Sinkhole attack detection. The simulation results
showed that the proposed algorithm outperforms the existing methodolo-
gies in terms of packet loss, packet delivery ratio and energy consumption.
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Figure 4.11 — Flowchart of ABC attack detection proposed in
(Nithiyanandam & Latha 2019)
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CHALLENGES IN DETECTING SINKHOLE ATTACKS IN WSN

Based on our review of the scientific literature on Sinkhole attacks
detection in WSNs, the following are the main challenges pointed
out by the researchers in detecting Sinkhole attack in wireless sensor
networks(Rehman ef al. 2019) (Ali et al. 2020a) (Waoo & Tiwari 2021):

1. Communication modes in WSNs:

Communication patterns in WSNs consist in sending all packets to
the sink node namely the base station. This communication mode is
known by “many to one” pattern. To launch a Sinkhole attack, the
attacker need only to comprise nodes near to BS to reroute to itself
the entire flow of the network. Since that the communication style
itself provides and create occasion to be easily attacked , it become a
serious and dangerous challenge in Sinkhole attack detection.

2. Routing protocols dependency: Sinkhole attack relies on the fea-
tures of the used routing protocol in WSNs. The attacker or the
intruder exploits the routing metrics based packets transmission
to launch Sinkhole attacks. As example, the two routing protocols
AODV and MintRoute; for the first protocol the attacker uses min-
imum hop count number to the BS to attract nodes packets while
in the second protocol link quality is used. Consequently, the tech-
niques used by a compromised node in a network differ from a rout-
ing protocol to an other, creating hence an impulsive nature to the
Sinkhole attack.

3. Compromise of nodes: Sinkhole attacks may be outsider as insider
attacks. In the first category, the attacker injects a malicious node to
the network while in the second the attacker gets the control on a
legitimate node by altering with it or by exploiting the vulnerabili-
ties of the target node system. The legitimate compromised node has
adequate access network privileges and all the important informa-
tion on the network which makes the compromised node as a legal
part in WSN. This creates hence a new challenge in Sinkhole attack
detection where even cryptography could not secure the network.
In addition, Once launched successfully, Sinkhole node can be used
to launch further attacks, such as selective forwarding attack, worm-
hole attack, flooding attack, sybil attack and blackhole attack. So,
the insider attacks have more serious and dangerous consequences
on the WSN compared to outsider attacks.

4. Resource constraints: The WSN are characterized by a limited re-
sources i.e limited energy, low communication range, low memory
capacity and low computational power which limits the use of pow-
erful techniques designed for other networks in Sinkhole attack de-
tection in WSN. Therefore, the design of new security mechanism
in WSN appeals a compatible weak methods considering the con-
strained resources of WSNs.

5. Physical attack: In most of the time, the nodes of a WSN are de-
ployed in a hostile and abundant area with no surveillance. This
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make attacker task easy to attack physically the sensor nodes and
get illegal access to critical information concerning the network as
the authentication keys stored inside the sensor node.

6. Dynamic topology of WSN: WSNs are a particular type of Adhoc
networks where routing protocol consider the BS as a root. In the
WSN, sensor nodes and/or BS may have the ability to move and
organize themselves in the network which will affect the power of
wireless signals and communication range in the network. In Sink-
hole attack detection, dynamic changing in network topology must
be considered.

4.3 PERFORMANCE ANALYSING PARAMETERS

A lot of parameters are there for calculating the performance and de-
tection rate of Sinkhole attack. In general, the performance of the net-
work is observed based on the QoS parameters for the proposed IDS
models. Based on the applications of WSN, the requirements of QoS are
(Kalnoor et al. 2017; Rehman et al. 2019):

4.3.1 Load of the Network (L)

Load of the Network (L): It is the total number of events generated by the
nodes over the network per unit of time. This impacts on consumption of
energy and bandwidth. At time t, the load on network L is determined
using equation (4.1).

L(t) = Nevent + Nattack (4.1)

Where
Nevent : The number of new events generated in the network,
Nuttack : The number of Sinkhole attacks generated.

4.3.2 Energy Consumption (E)

Because of congestion in the network and overhead of communication, the
energy consumption becomes an important QoS parameter. E is defined as
the total sum of energy consumed to transmit data E;, energy consumed
to receive data E,, energy for carrier sensing E. and energy in sleep mode
E;. The energy consumption of the network is carried out using equation

(4.2).

E=E+E +E:+E; (42)

4.3.3 Sinkhole Detection Rate

It represents the rate of detection when Sinkhole attack is generated. Sink-
hole detection rate SDg is calculated using equation (4.3).
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SDr = — x 100 (4-3)

Where

Np: Number of Sinkhole attacks detected.

Ng: Number of Sinkhole attacks generated and injected in the sensor net-
work.

Efficiency (EF)

It determines the time needed by the IDS to detect the first occurrence of
Sinkhole attack. It is calculated by Equation (4.4).

EF=DT-0T (4-4)

Where
DT is the time taken to detect first Sinkhole attack.
OT is the time for performing the Sinkhole attack.

For Clustered Wireless Sensor Network (CWSN), (Kalnoor et al. 2017)
added as metric density of the network defined below.

Density of the network

It is the analysis of behavior of the IDS model when large set of sensor
nodes are added and the networks grow to a large extent. The density D
is calculated using Equation (4.5).

(N7TR?)

EF = — (4.5)

Where

N is the number of nodes in CWSN.

R is the range of transmission.

A is the region in which N sensor nodes are scattered.

CONCLUSION

In this chapter, we have studied and reviewed the recent development
for detecting the Sinkhole attacks in WSNs. Different researchers and
analyzers had presented and shown several ways of intrusion detection
proposals based on different methods with various approaches to expose
and identify the vicious Sinkhole nodes. We have categorized the pre-
sented works into eleven approaches and recapitulated them in a table
according several parameters. In the validation of the presented works,
some of the researchers have tried the use of real wireless sensor networks
and most of them have appealed a simulation tools. Also, we have exposed
the open and unattended challenges in dealing with Sinkhole attacks and
presented the formulae to calculate some important performance analysis
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parameters for Sinkhole attack.

The most challenging problem in Wireless sensor networks is to pro-
pose an energy efficient security mechanisms due low resources. In the fol-
lowing and the last chapter, we'll present in detail our energy saving Sink-
hole attack detection system in WSNs (Aissaoui & Boukli-Hacene 2021).
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As discussed in the previous chapter, several approaches have been pro-

posed to detect efficiently the destructive Sinkhole attack in WSNs
based on different techniques and calculated parameters. Although most
of these works successfully detected the Sinkhole attack but many of
them suffer from high energy consumption due to the need for more
computational capability which are not available in WSNs.

The objective of this thesis is to design and implement an efficient de-
tection scheme based on SVM technique for intrusion detection system in
WSN with energy saving (Aissaoui & Boukli-Hacene 2021). The proposed
IDS aims to detect a specific DOS routing attack namely the Sinkhole at-
tack by using only two extracted routing information: hop count (HCNT)
and destination sequence number (DSN) on Ad hoc On-demand Distance
Vector (AODV) protocol (Perkins et al. 2000). We have experimented bi-
nary class support vector machines (SVM) to perform SVM classifier. The
dataset ' used in different experimentation is provided by Garofalo et al in
(Garofalo et al. 2013) for a comparison. The contributions of the proposed
approach include:

e Lightweight, secure and efficient protection against Sinkhole attack
with no calculated parameters.

e Energy saving in the sensor nodes, increasing the network life-time.

e Standalone (HIDS) and Centralized (NIDS) based detection

The chapter is organized as follows. First, we introduce SVM classi-
fication for intrusion detection in WSNs. Next, System architecture and
network model are presented. Then, we present the simulation environ-
ment and experiment setup. Finally, the obtained results are discussed
before concluding the chapter.

SUPPORT VECTOR MACHINES FOR MALICIOUS NODE DE-
TECTION

In the field of machine learning, SVMs are similarly recognized as Sup-
port Vector Networks and are defined as supervised machine learning
algorithm that analyze data used for classification, regression and distri-
bution estimation (one class SVM) while originally formulated for binary
classification (Cortes & Vapnik 1995). In this project, we have used binary
SVMs to detect Sinkhole attacks in a sensor network. The choice of the
two-class approach is based on the fact that they know the form of the
attack a-priory.

A supervised classification task usually involves separating data into
training and testing sets. Each instance in the training set contains one
“target value” (i.e. the class labels) and several “attributes” (i.e. the fea-
tures or observed variables). The goal of SVM is to produce a model
(based on the training data) which predicts the target values of the test

Thttp:/ /fitnesslab.altervista.org/index.php/it/ option=comcontent&view=article&id=71
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data given only the test data attributes.

The SVM problem is formulated as follows : given a training set of
instance-label pairs (x;,y;), i = 1,..,] where x; € R" and y € {1,—1}1,
the support vector machines (SVM) require the solution of the following
optimization problem (Chang & Lin 2011):

I
min %wTw +CY ¢
wb,g i=1
subject_to  y; (wle (x;) +b) >1-¢,
& >0,i=1.1

The training vectors x; are mapped into a higher dimensional space by
the function ¢. SVM finds a linear separating hyperplane with the maxi-
mal margin in this higher dimensional space. C > 0 is the penalty param-
eter of the error term. Furthermore, K (x;, y;) = ¢ (x;)" ¢ (x;) is called the
kernel function. In this work, the following four basic kernels are used:

e Linear: K (x;,y;) = x!

i Xj

e Polynomial: K (x;,y;) = (yx]x;+ r>d,'y >0

e Radial Basis Function (RBF): K (x;,y;) = exp <'y | — x]-H2> ;v >0
e Sigmoid: K (x;,y;) = tanh (x]x; + 1)

Here, v, r, and d are kernel parameters.

The proposed approach uses SVM classification technique based on
(Garofalo et al. 2013)’s dataset.

SVM is adopted in this research because of two main reasons, namely:
(1) speed, which allows it to be used in real-time application efficiently,
and (2) high scalability, while its complexity is not affected by dimension-
ality of the feature space (Safaldin et al. 2021).

Security is one of the potential applications of SVM in WSNs. The
SVMs was used massively in hybrid and combined based IDS for hi-
erarchical WSN (Sedjelmaci & Feham 2011) (Anitha & Anjusree 2014)
(Moulad et al. 2017) (Borkar et al. 2019) (Safaldin et al. 2021) and less for
flat topology. According to the literature, some of the existing IDS
based SVM for flat WSN are (Kaplantzis et al. 2007) (Chen et al. 2010a)
(Chen et al. 2010b) (Garofalo et al. 2013) (Jianjian et al. 2018).

In (Kaplantzis et al. 2007), the authors presented the first study to use
SVMs for centralized IDS in WSNs without further implications on node
power. The proposed system can detect black hole attacks and selective
forwarding attacks with high accuracy. The dataset was time collected
series information of hop count and bandwidth at the base station from
five simulation runs. The resulting data was split into training, testing
and validation sets. The one-class SVM was then trained offline using the
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training set, parameter selection was carried out based on the testing sets
and the validation set was used to generate the final results.

A light-weight anomaly IDS based ontology concept was introduced
in (Chen et al. 2010a). The proposed system detects sybil attack by com-
paring the relationship between sensor node data and the constructed
ontology. Rough set theory (RST) is used to preprocessing package in-
formation and reducing useless information for support vector machine
(SVM) training operation and to reduce WSN energy consumption.

Another approach using SVM in conjunction with artificial immunity
algorithm for intrusion detection is proposed by (Chen ef al. 2010b). The
proposed immunity algorithm works in the same way the biological im-
munity principle does. In this solution, immune algorithm (IA) was used
to preprocess the network data, to determine a good group of features,
and support vector machine (SVM) was adopted to classify and recognize
the intruders. Experimental results showed the feasibility and efficiency
of the proposed method.

(Jianjian et al. 2018) proposed an IDS against Denial Of Service (DoS)
attacks based on the improved AdaBoost-RBFSVM method. The proposed
technique is based on adjusting the parameter sigma of RBF-SVM, chang-
ing the updating rule of AdaBoost weight and setting the alarm threshold.
The node DoS attack is detected and removed from the network when
the alarm threshold reaches its maximum. The network simulator NSz
was used to simulate the DoS attack in WSN based on the AODV routing
protocol and to assesses the performances of the proposed method. The
experimental results showed that the proposed IABRBFSVM-IDS can sig-
nificantly improve the network performance by detecting and removing
malicious nodes in the network in term of detection rate, packet delivery
rate, transmission delay and energy consumption.

In the present work, the SVM classifier is trained with a series of la-
beled data already classified into two categories (normal data, Sinkhole
attack data), named supervised training, to build a model that predicts
whether a new example falls into one category or the other. The working
of SVM classifier model generation is given in the figure 5.2. In WSN, our
SVM classifiers are used to investigate AODV protocol data for detecting
suspect behavior of a node in network.

SYSTEM ARCHITECTURE AND DETECTION SCHEME

The proposed system uses the SVM technique to construct an intrusion
detection model for Sinkhole attack. The architecture of this system is
illustrated in the figure 5.1 . It has two phases: the Off-line phase and the
On-line phase. In the first, the system generates its intrusion model while
in the second it detects the intrusions.
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Figure 5.1 — System architecture

o Off-line Phase: This phase requires gathering enough historical data
that includes both normal and abnormal connections. In this work,
we use the collection of AODV routing data under Sinkhole attack
given by (Garofalo et al. 2013), we called Sinkhole dataset.

e On-line Phase: It consists in setting up the developed IDS. In this
phase, the role of the system is to analyze the traffic network and to
detect in real time, using the generated SVM classifier, the Sinkhole
attack targeting the WSN.

The figures illustrate the different steps for constructing the SVM in-

trusion detection models.
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Figure 5.2 — SVM model based IDS (Aissaoui & Boukli-Hacene 2021)

The construction of the proposed IDS involves several steps. We
present below the different modules and the participation of the different
datasets in the construction of intrusion detection model outlined above.

5.2.1 Data preprocessing

Data preprocessing is a data mining technique that involves transforming
raw data into an understandable format for further processing. In our
case, it is to prepare the data to be directly exploited by the different
processing modules (training, validation and classification). The used
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dataset is given in pcap format; the classification techniques are not able
to handle such a data format.

The pretreatment passes through several steps which are executed suc-
cessively (or alternatively if necessary):

e Transform pcap files into XML files.

e Extraction of the different information (attributes) necessary in Sink-
hole attack detection and transformation of records in a suitable pro-
cessing format.

e Elimination of redundant records: the dataset contains a large num-
ber of duplicate records.

After transformation of pcap files to XML using Wireshark, we ex-
tracted time series information of hop count (Hent) and destination
Sequence Number (DSN) from request and reply AODV packets from
each XML file and gathered later in one file to have a two dimensions
(2D) attribute vector file. Finally, the obtained data are saved in a suitable
format for LIBSVM.

LIBSVM is a popular open source machine learning libraries,
developed at the National Taiwan University by Chang and Lin
(Chang & Lin 2011). LIBSVM is a simple, easy to use, and efficient soft-
ware for SVM classification and regression. In our different experiments,
we used the library LIBSVM for training, validating and testing the dif-
ferent generated models.

The Sinkhole dataset contains a large number of redundant records.
After eliminating the duplicate records, the total number of records in the
original dataset and in the final set is given in the table 5.1:

’ Sets Normal Records Attack Records  Total
Original Set 856537 26 856863
Final Set 2156 10 2166
Rate (%) 99.53% 0.47% 100%
Training Set 1941 8 1949
Rate (%) 99.59% 0.41% 100%
Test Set 215 2 217
Rate (%) 99.08% 0.92% 100%

Table 5.1 — Dataset statistics

Finally, the resulting smoothed data was split into training (90%) and
testing (10%) sets; each containing both types of data: normal data and
Sinkhole attack data and for validation set we chose to use the whole
training set.

SVM training

The different SVMs were trained offline using the training sets with pa-
rameter selection based on validation results (detection rate). SVM was
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trained using the labeled training set (90% of the final set) containing both
normal and abnormal vectors (1, 1) and the remaining 10% was used for
testing step.

SVM model validation

It consists in evaluating the generated SVM classification model on a sam-
ple or the entire training set to ensure that the system responds as desired
and to obtain the best kernel parameter. We selected SVM model with
accuracy higher than 98%.

SVM classification (test)

When the results of the validation step were conclusive, the test set (10%)
was used to generate the final results. We used the generated SVM model
to process new cases (the test set) whose classification is unknown in or-
der to evaluate the performance of the classifier in terms of classification
accuracy (detection rate).

EXPERIMENTS AND RESULTS

Off-line Phase

All SVM training and testing were carried out using LIBSVM. We chose to
experiment linear, polynomial, RBF (Radial Basis Function) and sigmoid
kernel function. The training parameters of each kernel were fixed after
several experiments. All results are summarized in following tables where
only the most accurate SVMs are presented.

Kernel C ) R d Detection Rate
Linear / / / 99.07%
RBF 128 o0.00781 / / 100%
Sigmoid 1 0.5 o / 99.07%
Polynomial 1 0.5 o 2 100%

Table 5.2 — Performances of different SVM kernels

SVM is complex machinery, where the choice of parameters can greatly
influence the results. For example, the RBF kernel, the C and  parameters
have a significant impact on the performance of the SVM classifier. The
same problem with the Sigmoid kernel. So, an empirical adjustment has
been made to fix the different values, presented in table 5.2, of the differ-
ent parameters for each kernel.

Table 5.2 shows that the best results are obtained by the RBF and the
polynomial kernel function with a detection rate of 100%. To further test
the performance of the SVM classifier based polynomial and RBF kernel;
we looked for the minimum and necessary attack record number for learn-
ing and detecting the Sinkhole attack by decreasing the number of attack
vectors in the training set and increasing their number in the test one. The
different obtained results are presented in the table 5.3.
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The first obtained results were on training and test set of 8 and 2 attack
records respectively (see Table 5.1 and 5.2). According to the table 5.3,
with 5, 4 and only 3 attack records in training set, we have always arrived
to a detection rate of 100%. A detection rate of 99.10% and 99.55% for
polynomial and RBF kernel respectively with only 2 attack records. These
results explain the performance of the SVM classification method.

Experiments

Sets Normal | Attack | Total | Polynomial | RBF Accu-
Accuracy racy

Training | 1941 5 1946 100% 100%
Test 215 5 220
Training | 1941 4 1945 | 100% 100% |
Test 215 6 221
Training | 1941 3 944 | 100% 100% ‘
Test 215 7 222
Training | 1941 2 1943 0 0 ‘
Test 215 8 223 99:10% 99557

Table 5.3 — Performances of Polynomial and RBF SVMs

As a conclusion to our different off-line experiments, SVM based RBF
kernel will be implemented in our IDS for the real test (the on-line phase).
However, the different results presented in the different tables of the off-
line phase simulate and show the results of intrusion detections with a
centralized IDS where the IDS is installed on the Base Station (BS). The BS
controls all traffic through the network and is the only one with the ability
to detect the Sinkhole attack and to take the necessary countermeasures.

5.3.2 On-line Phase

The on-line phase of our system consists in implementing the designed
IDS in the WSN so that it analyzes in real time the flow exchanged between
the different nodes and the base station. Hence, our SVM classifier-based
IDS can be implemented in two different ways: either in a centralized
architecture or distributed and collaborative architecture called decentral-
ized. In the centralized architecture, our IDS will be placed in the base
station (NIDS) which provides all intrusion detection capabilities without
any participation of the sensor nodes. In the decentralized one, the IDS is
installed on each sensor node (HIDS) and for the detection task, the node
can collaborates with its neighbor nodes to make decision and it informs
the base station by sending an alert message (see figure 5.3 ).
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Figure 5.3 — Decentralized IDS based SVM architecture

A WSN was simulated to test the two proposed architectures. The sim-
ulations are made through NS-3? under Sinkhole attack and under the
proposed detection scheme as follow: Implementing Sinkhole attack in
NS3, Integrating LIBSVM library, Setting up the IDS and Launching the
different simulations. Our simulation is conducted over a 10om x 100m
tield with distributed 20 sensor nodes. The deployed nodes have fixed po-
sitions during the entire simulation time. The initial energy of each sensor
node is 2500 joule. The simulation is launched for 1200s and the Sink-
hole attack start at second 600 by compromising Node 1. Other simulation
parameters are listed in Table 5.4.

Parameter Value
Simulator NS-3.26
Protocol AODV
Number of nodes 19
Number of malicious node 1
Simulation total time 1200 S
Attack Windows [600s,900s]
Number of packets 1 packet / s

Table 5.4 — Simulation parameters

Sp ¢0.0.0.1
0

0.0.03 §0.0.0.4 §0.0.05 $0.0.06 §0.0.07

2 3 4 5 6

malicious ¢0.0.0.2
]

#§0.0.08 #0009 #§0.0.0.10 @0.0.0.11 §0.0.0.12

7 8 9 10 11
#0.0.0.13 §0.0.0.14 §0.00.15 #0.00.16 §0.0.017

12 13 14 15 16
#0.0.0.18 §0.0.0.19 §0.0.0.20

17 18 19

Figure 5.4 — WSN deployment

A. Simulated scenario

Network scenario under Sinkhole attack In this scenario, a WSN us-
ing the AODV protocol is simulated in which one node (node ID 1,

https:/ /www. nsnam. org
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see figure 5.4) becomes a Sinkhole attacker and propagates messages
to neighbor nodes to attract the packet routed to the BS.

Network scenario with the proposed detection scheme This scenario
depicts a WSN in which the proposed model has been implemented to
detect and prevent Sinkhole attacks. In our different experiments, we
have implemented two types of intrusion detection systems: a HIDS
where each node analyzes exclusively the flow concerning its sensor
and a NIDS installed on the Base Station (SB) where it analyzes all the
traffic circulating in the network.

. Evaluation metrics

To evaluate our proposed IDSs, we have chosen two metrics Detection
Rate (DR) and Average Energy Consumption.

The energy consumption of the microcontroller is not consid-
ered in NS3 simulator. So to calculate the Computational En-
ergy (Piro 2009) consumed by the detection service, we have ex-
ploited the algorithm complexity of LIBSVM library computed in
(Abdiansah & Wardoyo 2015) where we were particularly interested
in the functions used for prediction (load_svm_model and svm_predict)
and we have opted for microcontroller MICA V3.0 model, where
the energy consumed by an instruction is 1.760 nJ. Thus, the energy
consumed by our different IDS will be calculated as follows:

Energy_consumed = Total_instruction_number * energy con-
sumed_by_an_instruction

. Results and Discussion

Figure 5.5 gives results of attack implementation (network scenario un-
der Sinkhole attack). Experiments were conducted to look for energy
consumption in normal and under attack running. Figure 5.6 gives re-
sults of energy consumption for HIDS and NIDS running (network
scenario with the proposed detection scheme). Figures.7 details the
remaining energy in each node in normal, HIDS and NIDS running.
Finally, the figure 5.8 shows the remaining energy in our different ex-
periments.
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Figure 5.5 — Energy consumption in normal and under attack running
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Figure 5.6 — Energy consumption in Normal, HIDS and NIDS running
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Figure 5.7 — Remaining Energy in Normal, HIDS and NIDS running
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Figure 5.8 — Comparing Remaining Energy

The following table shows the average of remaining and consumed
energy in simulated networks

Average Normal Under Attack HIDS NIDS

Average of WSN re- 1515.98 1515.49 1514.87 1513.84
maining energy (J)

Average of IDS con- / / 0,57 0,611
sumed energy (J)
Detection Rate / / 100% 100%

Table 5.5 — Remaining Energy in detection approaches

Figure 5.5 illustrates the remaining energy of WSN in a normal and
under Sinkhole attack. The results show that the Sinkhole attack does
not affect the global network energy consumption because the Sink-
hole attack aims to attract the flow to the malicious node without
launching another attack.

In figure 5.6, we present the energy consumption in WSN under de-
tection tasks. The results show the efficiency of our SVM-IDS where
we note a slight increase in energy consumption in the detection task
compared to normal running and figure 5.8 confirms the results: the
energy consumed in the HIDS is 0.57 ] and for the NIDS is 0.611 ] (see
Table 5.5) in a period of 1200s. On the other hand, the figure 5.7 details
remaining energy on each node. The nodes that consumed more en-
ergy are the neighboring nodes (node 8, 9, 13 and 14) of the attacking
node (node 1). These legitimate nodes are involved in updating their
routing table and to notify their neighboring nodes.

Comparing the two IDS, we note that the HIDSs behave in the same
way as NIDS with a slight superiority to the detection by HIDS with a
detection rate in both of 100%. As a conclusion to our different results,
we can say that our detection approach is energy saving with high rate
detection. The favored system could be NIDS since the base station
can have higher capacity compared to the deployed nodes, in contrary
case the distributed architecture HIDS would be chosen.

In Table 5.6, experimental results presented in (Garofalo et al. 2013) are
compared with our results (Aissaoui & Boukli-Hacene 2021). We can
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Approaches Accuracy
IDS based SVM (Aissaoui & Boukli-Hacene 2021) | 100%
IDS based CART (Garofalo et al. 2013) 97.8%
IDS based CHAID (Garofalo et al. 2013) 99.4%
IDS based Cs.0 (Garofalo ef al. 2013) 99.5%

Table 5.6 — IDS based SVM comparison

see that our IDS has higher performances in term of detection rate
than the solution proposed in (Garofalo et al. 2013).

In this work, we have proposed a centralized and standalone IDSs that
use only 2 features to detect Sinkhole attacks with 100% accuracy with
no additional computation or send of any information to base station.
There is not any extra communication in proposed technique. How-
ever in (Garofalo et al. 2013), the authors used a distributed agent ar-
chitecture based decision tree, which needs more then 10 computa-
tional parameters in training and detection task with a detection rate
less then 100%. Further more, the exchanged messages between local
agents and the central agent to make decision generate more traffic in
the network with more energy consumption. In (Abdullah et al. 2015),
the proposed approach can not detect successfully Sinkhole attack
when the malicious node is near (1 or 2 hops) the base station. In
(Sejaphala & Velempini 2020), the researchers have enhanced the re-
sults of (Abdullah et al. 2015) by using a statistical model in the detec-
tion schema. The model uses a change in position of each node calcu-
lated by the base station. This periodic calculation in position changing
causes a processor overhead and energy consumption especially with
important number of sensor nodes.

CONCLUSION

The DOS routing attacks are the most destructive attacks in WSN. They
exploit the protocol routing vulnerabilities to launch attacks. In this the-
sis, we have presented a IDS based on SVM approach to detect Sinkhole
attacks in wireless sensor network. Our proposed technique uses only
two extracted features (HopCount and Destination Sequence Number)
from AODYV packets for detecting Sinkhole nodes, with no computational
parameters or additional messages. The results show that our system is
able to detect attack with 100% accuracy. Our technique is applicable to
detect blackhole, wormhole and selective forwarding attacks as they are
almost similar to Sinkhole attack and also it can easily be adapted to
clustered WSNSs.

We have implemented and tested by simulation in NS3 two IDS ar-
chitectures, centralized (NIDS) and standalone (HIDS), in order to mea-
sure the trade-off between detection accuracy and energy depletion in the
network. Our results confirm the efficiency of our IDS based on SVM ap-
proach in terms of detection rate and energy saving.

126



CONCLUSION AND FUTUR WORK

In order to protect Wireless Sensor Networks (WSNs) from Sinkhole
attack, this thesis presented an efficient and secure mechanism based
on SVM to detect such attack in WSNs with energy issues in mind. The
theoretical part presented the security issues and the proposed secu-
rity mechanisms in WSN (see Chapter 2). The last proposed works in
intrusion detection were reviewed in chapter 3. The chapter 4 gave a
detailed overview on the proposed solution against Sinkhole attack in
WSNs. We have concluded that the main challenge in detection of any
attack in WSNs is achieving high detection rate with low energy depletion.

The proposed IDS is designed only on two extracted data from AODV
packets circulating in the network, i.e. Hop Count and Destination Se-
quence Number (DSN) with no more calculated or combined parameters.

The designed system passed by two main phases: offline phase and
online phase. In the first phase, construction of detection model based
on SVM was performed. (Garofalo ef al. 2013)’s dataset was used to train
and test the generated SVM model on four kernel functions. Whereas,
in the second phase, a real test was performed based on simulation in
NS3 tool. Two IDS architectures were simulated in order to pick-up the
most suitable for constraint-WSNs in terms of detection rate and energy
consumption.

According to the simulation results, our proposed SVM-IDS outper-
formed existing algorithm in the literature, in terms of detection rate with
an energy saving design (Aissaoui & Boukli-Hacene 2021) .

Futur WORK

As future work, we propose to

e Study the other attacks present in network layer of wireless sensor
network and which are significantly more difficult to detect.

e Test other classification algorithms, such as deep-learning tech-
niques.

e Propose a cross layer approach in order to cope with multi-layer
attack and to prolong the network lifetime.

e Adapt the proposed SVM-IDS to a clustered WSN.

Intrusion detection in WSN remains a very active research topic which
requires more studies.
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Titre La sécurité dans les réseaux sans fil

Résumé Les réseaux de capteurs sans fil sont un type spécial des réseaux
Adhoc caractérisés par une forte densité, faible mobilité et 1'utilisation
d’un support sans fil partagé. Cette derniére caractéristique rend le réseau
vulnérable a de types variés d’attaques, tels que l’attaque Sinkhole et
I'attaque sybil. Dans cette these, nous nous intéressons a 1’attaque Sink-
hole, qui est 1'une des plus destructives attaques dans les RCSF. Nous pro-
posons un systeme de détection pour l'attaque Sinkhole en utilisant les
séparateurs a vaste marge (SVM) sur le protocol de routage AODV. Dans
les différentes expérimenttaions, un ensemble de données spécial Sink-
hole a été utilisé, une comparaison avec d’autres techniques a été menée a
base de taux de détection. Les résultats montrent 1’efficacité de I’approche
proposée.

Mots-clés AODYV, SDI, Attaque Sinkhole, SVM, RCSF
Title Security in Wireless Networks

Abstract Wireless sensor network is a special kind of Adhoc network
characterized by high density, low mobility, and the use of a shared wire-
less medium. This last feature makes the network vulnerable to various
types of attacks, such as Sinkhole attack, sybil attack. In this thesis, we
focus on sinkhole attack, which is one of the most destructive attacks in
WSNs. We propose an intrusion detection system for sinkhole attack using
support vector machines (SVM) on AODV routing protocol. In the differ-
ent experiments, a special sinkhole dataset is used, and a comparison with
previous techniques is done on the basis of detection accuracy. The results
show the efficiency of the proposed approach.

Keywords AODYV, IDS, Sinkhole Attack, SVM, WSN
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